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Introduction

In this article, | wish to highlight the importance of continuous monitoring in our rapidly evolving
world. We will focus our attention on Zabbix, a GNU (GLPv2)-based monitoring tool, and its ability to
monitor IPv6-only environments, an increasingly important topic as IPv6 adoption advances. In this
article, we will explain how Zabbix can be used to overcome the challenges of monitoring IPv6-only
networks and ensure a smooth transition to this new era of networking.
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Let's start with a bit of history.

What is Zabbix?

Zabbix is an enterprise grade, open source, distributed monitoring solution created by Alexei
Vladishev. It allows us to monitor multiple network parameters, as well as the health and integrity of
servers, virtual machines, databases, websites, and more. Zabbix allows using multiple notification
channels, with email being one of the most common.

The features offered by Zabbix include the automatic detection of IPv6 devices and services on the
network. Additionally, its interface is very intuitive and user friendly, which makes it easier to visualize
the data, add new devices, and configure alerts and notifications. Zabbix's centralized management
allows users and administrators to monitor multiple IPv6 devices and services from a single
interface.

Its scalability allows Zabbix to adapt to IPv6 networks of any size, making it easy to manage everything
from small business networks to complex networks and network infrastructures.

First Steps

Moving on to a more technical aspect, we will now recreate a simple scenario where our Zabbix
server will conduct basic ICMP checks towards remote IPv6 addresses.

Our server was installed in an Ubuntu 22.04 environment, as we can see in the following screenshot.
Using our SSH connection, we execute the following command to verify our distribution:

1sb_release -a

root@ :~# lsb_release -a
No LSB modules are available.

Distributor ID: Ubuntu

Description: Ubuntu 22.04.4 LTS
Release: 22.04
Codename: j

Next, we can verify that our server has a correctly assigned IPv6 address. To do this, we can use the
following command:

ip addr show | grep inet6

root@, :~# ip addr show | grep ineté6
2803:6000: :da7a/64 scope global dynamic mngtmpaddr noprefixroute

fe80: : f0c3: :da7a/6U scope link



To run ping tests on IPv6 addresses from our server, we will use the pingé command and the IPv6
address or domain to which we want to run the test. In this case, we will use two well-known domains,
which we will then include in our Zabbix web interface.

root@ :~# ping6 www.google.com

PING www.google.com (2800:3f0:U4005:U0e::2004): 56 data bytes

64 bytes from 2800:3f0:U005:U0e::2004: icmp_seq=0 ttl=112 time=98.263 ms
64 bytes from 2800:3f0:U4005:U0e::2004: icmp_seq=1 ttl=112 time=104.212 ms
64 bytes from 2800:3f0:U4005:U0e::2004: icmp_seq=2 ttl=112 time=93.923 ms
64 bytes from 2800:3f0:U4005:U0e::2004: icmp_seq=3 ttl=112 time=95.209 ms

root@ :~# ping6 www.facebook.com

PING star-mini.clOr.facebook.com (2a03:2880:f12c:183:face:b00c:0:25de): 56 data bytes
6U4 bytes from edge-star-mini6é-shv-02-mia3.facebook.com: icmp_seq=0 ttl=53 time=56.625
6U bytes from edge-star-mini6-shv-02-mia3.facebook.com: icmp_seq=1 tt1=53 time=53.617
6U4 bytes from edge-star-mini6-shv-02-mia3.facebook.com: icmp_seq=2 ttl=53 time=52.7U6
6U4 bytes from edge-star-mini6-shv-02-mia3.facebook.com: icmp_seq=3 ttl=53 time=50.584
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Zabbix Web Interface

As the results of our previous tests were positive, we can begin including ICMP tests through our
Zabbix web interface. To do this, open Zabbix in your preferred browser and go to the “Settings”
section in the left panel, where the following screen will be displayed. Here, we will create a new host
as shown in the image below.

Create host Import

Fiter W

Host groups Select Monitored by ~ Any ~ Server  Proxy
Templates Select Proxy
Name Tags AndiOr  Or

DNS Contains

A new screen will then appear where we must enter the required information to create the desired
host, as shown in the following screenshot:

New host
Host

Hostname  IPv6 Facebook
Visible name

Templates ICMP Ping X
Host groups  ICMP IPv6 (new) X

Interfaces

Agent 2303.28801f12c:183:face:b006.0:25de| IP DNS 10050

Description

Monitored by proxy  (no proxy) v

Enabled
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It should be noted that Zabbix comes with pre-loaded templates. If we haven't created a group yet,
in the “Host groups” field we can specify the desired name for this group of devices. Finally, in the
Interfaces section, we must select one of the four options provided. For our purposes, we selected
the “Agent” option, and all that's left is to click the Add button. With this, we will have set up our
monitoring for an ICMP test in Zabbix, which will be displayed as follows:

[2a03:2880:f12c:183:face:b00c:0:25de]:
10050

If we wish to include another host with the same characteristics, we can either repeat the steps listed
above or access the previous resource, where we will find a “Clone” option. As the name suggests,
by clicking on this option the previously created host will be duplicated. To create a new host, all we
need to do is change the IPv6 address and the name of the new host.

[2800:3f0:4005:40e::2004]:10050
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Using Filters in Zabbix

2

Once Zabbix has started monitoring, to see the data it has to offer we must go to the “Monitoring
section and find the “Latest data” subsection. Once there, we can use the search filters. In this case,
we will search by Host groups.

Host groups  ICMPIPv6 X

Contains

Show tags None Tagname Full Shortened None

Tag display priority

Show details

Apply

Once the filter is applied, at the bottom we will see the data collected by our Zabbix server.

IPv6 Facebook ICMP loss
IPv6 Google ICMP loss 0%
IPv6 Facebook ICMP ping Up (1)

IPv6 Google ICMP ping Up (1)

IPv6 Facebook ICMP response time 53.23ms

IPv6 Google ICMP response time 87ms
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Graphs in Zabbix

In addition to providing detailed data, Zabbix can also create graphs. This allows us to view and
understand the behavior of the resources we monitor. In IPv6-only environments, these graphs are
particularly important, as they allow us to observe the evolution of aresource over time, which is very
useful for detecting trends and making informed decisions.

A very useful feature of Zabbix are the filters it offers for viewing data according to our needs. This
makes it easier to interpret IPv6 sensors and resources.

From now-1h

Last 1 hour

IPv6 Facebook: ICMP response time

6oms
58ms
56ms
54ms
52ms

50ms

min avg max
50.2ms 53.46ms 58.17ms




Conclusions

In this article we explored the capabilities of the Zabbix monitoring tool in IPv6-only networks. We
saw that Zabbix not only provides detailed data and graphs but can also be used as a tool for decision
making. As IPv6 adoption advances, having monitoring tools that allow us to guarantee the stability
and efficiency of our networks is essential.

Do you believe that monitoring your network is important?



