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. JoeSandbox

e . VirusT-?taI . Any.run
. OTX Alienvault —p . Intezer Analyze
. IBM X-Force . Valkyrie

. Hybrid Analysis
. Blueliv Community
. ThreatMiner

— o Pulsedive
. Threatcrowd
. Koodous
. VirusBay
- — . OPSWAT MetaDefender
Dominio . Proveedores comerciales

Hash
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. MITRE ATT&CK . »
I . ATT&CK Navigator Simulacion TTPs

. ATTPwn

. Atomic Red Team
- CALDERA

. DeTTECT

Analisis y
contextualizacion de la

damenaza
Amenaza

. MITRE ATT&CK
. Playbook Viewer UNIT42

. ETDA - Threat Group Cards (ThaiCERT)
. APT Threat Tracking

. Threat Actor Map de Nils Kuhnert
g OTX Alienvault

. IBM X-Force

. Blueliv Community

. DarkFeed (Ransomware)

. DarkTracer (Ransomware)

. Informes publicos de proveedores y CERTs
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Los feeds

MITRE
ATT&CK

5

ALIEN VAULT e ntss

coN-cert

centro criptologico naconal

AT RO

N

CROWDSTRIKE

. ANSSI

IRTINET

)
<®Fire Eye

red

canary @SOPHOS

P - - - -

Obtencion / Coleccion

de los datos sobre
amenazas consultando:

. AP| feed A
. RSS feed B
. Blog feed -

Ll

asticsearch

Ingstash

jbana

oL

Informacion

Procesamiento de datos XML, JéON TXT, PDF

e

D e
b R f E—
- O O
blueliv.com

PDF Threat reports

/4

Analizar / Normalizar la informacién en un
formato adecuado para el analisis:

ZveloCTI™ The Three Levels of Cyber Threat intelligence

® STRATEGIC

¢Contexto?

Q.f.l

. Estandar Identify the Who and Why ¢Accionable?
. Trazabilidad @ OPERATIONAL
. La autoria TM"“ e o s - —
. Traffic Light Protocol (TLP) e —
. Intercambio y correlacién .
. Visualizacion Analista
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Alert Sources
(SIEM, email, ...)

| —)

MISP

Threat Sharing

Expansion Modules |
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Alert
Feeders

* Raise alerts

82a87aba-88f1-4ab1-ba53-1bf15211b4b8

rd
Togs  Email ’\/\_
Type  Tracker Date added  Level Created by First seen Last seen s &
regex  WIA-ZIZHO-GHZNEL IOl a7 IIO-aTHEN (T 1709 20190912 1 sdmin@admintest  20M808/31  201911/28
.2Ms
. \
=
|
|
|

IL--_
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, \ _
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Q, Search Tracked ltems

infoleak:automatic-detection="baset4" foleak:autorr etel e ] ==

Analyzers

CNGES

Date Source Encoding Language Size (Kb)
05/10/2018 pastebin.com_pro text/plain ('rw', 1.0) 38.25
Create H,?ﬁi Event Create (g8 Case
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breached.to

= Leaks

Leaks

Games

All game

Databases
dumps re.
® Official ® Databases Removed Content

Stealer Logs
Forum wh >an |
@ Stealer Log Removed Content

Other Leaks
R ware

Combolists
Combolist here d lines from Data
® Combolist Removed Content
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Best Game
16 minutes ago

by

Universitas Raden Wijaya
3 minutes ago

by

discord otp bot leaked

42 minutes ago

HIBP - all not found leak...
1 hour ago
by God

2K ROBLOX ACCOUNTS
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PUBX

US_part4.rar

- PUBX

US_part5.rar

- PUBX

LT-LV.rar

> - PUBX

NL.rar
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BO[OB9OEBS/EBBAFD1D424F62501C047E1A] [2... 10/4/2022 9:48 PM File folder
BO[0OB321C885245AA2D16FA02837B305EBD] [...  10/4/2022 9:48 PM File folder
BO[OBFDODOBC8E6CAEC5599971529C996B1] [...  10/4/2022 9:48 PM File folder
BO[ODO5485EA6F3B345F379534373D4B3BB] [...  10/4/2022 9:48 PM File folder
BO[ODAAABO60554D6ABATOBESESBABFAR2B] [..  10/4/2022 9:48 PM File folder
BO[OEFECOF16C598A35DBF8DASF02ATETCA] [... 10/4/2022 9:48 PM File folder
BO[OF41F520A9431654FBC8323264C/7B10C] [2... 10/4/2022 9:48 PM File folder
BO[OFA63EAES76C0O4FDF415C69BCEBBEE38] [2... 10/4/2022 9:48 PM File folder
BO[OFCEA570D87B6C6ESC4665752CA4AF23] [...  10/4/2022 9:48 PM File folder
BO[TA9E29E4C75BBCB163572A92F603BC03] [2... 10/4/2022 9:48 PM File folder
BO[1B69FDB82DFB555495E07614BE2CFCEBD] [...  10/4/2022 9:48 PM File folder
BO[1B/0E59B2447929ACO1EBB35DFBBAABS] [...  10/4/2022 9:48 PM File folder
BO[1B133899D533EC5FC84ATABIEAEEOCES] ...  5/3/2022 6:50 AM File folder
BO[1BED3F67AS714825AC5CTFC74B2CT1TRO] [...  10/4/2022 9:48 PM File folder
BOMBFDAGOF357AATED142ADT79F0D1431901 ...  10/4/2022 9:48 PM File folder
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ternational Sort)/Passwords.txt-607-===============
cswords .txt:72:URL: https://salvatuagenda.tigo.com.bo/otp login.jsf ter*nat:!.onal Sort)/Passwords.txt:608:URL: http:f{’www.pla'lfaforma.amer:!.nst.edu.I::o;’
59208579 ternational Sort)/Passwords.txt-609-Username: riveroespinozaangela.ia
I . ternational Sort)/Passwords.txt-610-Password: ___ _iEE N
sswords.txt-75-Application: Google_[Chrome]_Profile 16 ternational Sort)/Passwords.txt-611-Application: Google_ [Chrome]_ Profile 1

sswords.txt-7l-===============

sswords.txt-73-Username:
sswords.txt-74-Password:

sswords.txt-181l-===============
sswords.txt:102:URL: https://www.bnb.com.bo/BNBNet/IniciarSesion/IniciarIdentificador
sswords.txt-103-Username: nsawg

ternational Sort)/Passwords.txt-617-===============

ternational Sort)/Passwords.txt:618:URL: http://www.plataforma.amerinst.edu.bo/
ternational Sort)/Passwords.txt-619-Username: riveroespinozajosue.ia
ternational Sort)/Passwords.txt-620-Password: N B

ternational Sort)/Passwords.txt-621-Application: Google_ [Chrome]_ Profile 1

sswords.txt-184-Password:

Il .
sswords.txt-1085-Application: Google_ [Chrome] Profile 16

sswords.txt-11ll-===============
sswords.txt:112:URL: https://www.bnb.com.bo/BNBNet/IniciarSesion/IniciarIdentificador
sswords.txt-113-Username: loflxf

Il .
sswords.txt-115-Application: Google_[Chrome]_ Profile 16

ternational Sort)/Passwords.txt-880-===============
ternational Sort)/Passwords.txt:881:URL: http://www.plataforma.amerinst.edu.bo/
ternational Sort)/Passwords.txt-882-Username: riveroespinozajosue.ia

sswords.txt-114-Password:

ternational
ternational

ternational

ternational Sort)/Passwords.txt:946:URL: http://www.plataforma.amerinst.edu.bo/
ternational Sort)/Passwords.txt-947-Username: riveroezpinozaangela.ia
ternational Sort)/Passwords.txt-948-Password: I

ternational Sort)/Passwords.txt-949-Application: Google_ [Chrome]_ Profile 7

Sort)/Passwords.txt-883-Password: [
Sort)/Passwords.txt-884-Application: Google [Chrome] Profile 7

Sort)/Passwords.txt-945-===============
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# Dateadded
"2022-10-04
"2022-10-83
"2022-10-83
"2022-10-01
"2022-09-29
"2022-09-27
"2022-09-27
"2022-09-26
"2022-09-25
"2022-09-25
"2022-09-24
"2022-09-24
"2022-09-24
"2022-09-23
"2022-09-23
"2022-09-23
"2022-09-22
"2022-09-22
"2022-09-21
"2022-09-21
"2022-09-21
"2022-09-20
"2022-09-19
"2022-09-19
"2022-089-19
"2022-09-19
"2022-09-18
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(UTC),URL,URL_status,Threat,Host,IPaddress,ASnumber, Country

e :
12:
e3:
06:
e3:
e3:
e :
16:
e :
e :
19:
15:
e :
21:
15:
e1:
18:
©9:
15:
12:
e7:
e3:
22:
17:
14:
06 :
19:

83:
83:
e4:

04
04
04
04

32:
18:
e4:
08:
09:
e4:
03:

04
52
04

04:
37:
16:
16:
e4:
44
13:
20:

04
12

@8","http://200.

58.91.248:44866/Mozi.m","online", "malware_download","260.58.91.248","200.58.91.248","27839","B0O"

@6","http://200.

110.48.161:56628/Mozi.m","online", "malware_download"”,"200.1106.48.161","200.110.48.161","27839","BO"

@6","http://201.

150.183.241:45315/Mozi.m","online", "malware_download","201.150.183.241","201.150.183.241","27839","BO"

:06","http://200

.90.145.12:54722/Mozi.m","offline", "malware_download"”,"200.90.145.12","200.90.145.12","27839", "BO"

06", "http://200.

110.49.254:56850/Mozi.m","offline", "malware_download","200.110.49.254","200.110.49.254","27839","BO"

105", "http://201.

150.176.149:54951/Mozi.m","offline", "malware_download","201.150.176.149","201.150.176.149","27839", "BO"

06", "http://2080.

90.147.243:58912/Mozi.m","offline","malware download","2€0.96.147.243","200.90.147.243","27839","BO"

@5","http://200.

90.145.246:44457/1","offline", "malware_download","200.90.145.246","200.90.145.246","27839" , "BO"

@6","http://200.

110.49.218:48675/1i", "offline", "malware_download","200.110.49.218","200.110.49.218","27839","B0O"

e7","http://200.

110.57.53:52405/Mozi.m","online", "malware_download","266.110©.57.53","200.110.57.53","27839","BO"

@6","http://201.

150.183.160:36459/1","online", "malware_download","201.150.183.160","201.150.183.160","27839", "BO"

@6","http://200.

90.149.216:54681/1i", "offline", "malware_download","200.90.149.216","200.90.149.216","27839", "BO"

e7","http://201.

150.178.226:41671/Mozi.m","online", "malware_download","201.150.178.226","201.150.178.226","27839","BO"

e7","http://200.

58.89.251:45414/Mozi.m","offline", "malware_download","20©.58.89.251","200.58.89.251","27839", "BO"

06", "http://201.

150.179.207:60788/Mozi.m","offline","malware_download"”,"201.150.179.267","201.150.179.207","27839", "BO"

107", "http://201.

150.174.204:60824/mozi.m","offline", "malware_download"”,"201.150.174.204","201.150.174.2084","27839", "BO"

06", "http://201.

150.182.56:508546/Mozi.m","offline", "malware_download","201.150.182.56","201.150.182.56","27839","BO"

@6","http://201.

150.175.47:39015/Mozi.m","offline","malware_download","2€1.150.175.47","201.150.175.47","27839","BO"

@6","http://200.

90.145.241:49105/1i", "offline", "malware_download","200.90.145.241","200.90.145.241","27839","BO"

@5","http://200.

110.56.164:55685/mozi.m","offline", "malware_download","200.110.56.164","200.110.56.164","27839","BO"

@5","http://200.

58.88.165:47084/1" ,"online", "malware_download","200.58.88.165","200.58.88.165","27839","BO"

e7","http://201.

150.177.22:38474/Mozi.m","offline", "malware_download","201.150.177.22","201.150.177.22","27839","BO"

e5","http://201.

150.185.24:54931/1i", "offline", "malware_download","201.150.185.24","201.150.185.24","27839", "BO"

11", "http://201.

150.179.207:60788/1","offline", "malware_download","201.150.179.207","201.150.179.207","27839", "BO"

06", "http://200.

110.49.253:39796/1i", "offline", "malware_download","208.116.49.253","2080.110.49.253","27839", "BO"

06", "http://201.

150.188.71:48604/Mozi.m","offline", "malware_download","201.150.188.71","2©1.150.188.71","27839","BO"

105", "http://201.

150.186.166:47622/1","online","malware_download","201.150.186.166","201.150.186.166","27839", "BO"
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4,364 1

Count CDUF‘It
Request Map Requests by country Top IPs
ERTH ASIA M Export M Export
‘R Q
IS Country v Count ~ IP ~ Country ~ Count ~
Count Bolivia 4,364 177.222.9... Bolivia 121
= D 15 - 736.75
_ @ 736.75 - 1,458.5 181.115.1... Bolivia 110
e @ 1,458.5-2180.25
AFRICA @ 2,180.25 - 2,902 181.115.1... Bolivia 92
[l Count
) 15-736.75 177.222.5... Bolivia 73
@ 736.75-1,458.5
@ 1,458.5-2,180.25 181.115.1... Bolivia 66
TH @ 2,180.25 - 2,902
AMERICA Count 2803:940... Bolivia 66
15-736.75
@ 736.75-1,458.5 181.115.1... Bolivia 61
@ 1,458.5-2180.25
@ 2,180.25 - 2,902 2800:cd0:... Bolivia L
OpenStreetMap contributors, OpenMapTiles, Elastic Maps Service 12 3 45 ?
Top requests by host Top requests by URL
(™ Export M Export
Host ~ Requests v Full URL.keyword: Descending v Count v
optic.gob.do 1,450 https://optic.gob.do/nortic/images/sello... 295
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Date,Group,Country,Domain,

2822/09/04,djebbaranon,Bolivia,sinacom.gob.bo/pwn.htm
2022/08/02,djebbaranon,Bolivia,censosbolivia.ine.gob.
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Threat Intel Indicator Match

Oct 4, 2022 @ 08:32:33.000

Overview Threatintelf) Table

Status

Severity

® Critical

Risk Score

99

Rule

Threat Intel Indicator
Match

network event with process chrome.exe, source 192.168.104.158:49784, destination 151.139.128.11:443, by m.galvan
on legal6 created critical alert Threat Intel Indicator Match.

Highlighted fields

Field
host.name
Agent status
user.name
Rule type

destination.address

destination.port

n ™
50 0

0BRSS

vV U

LAC4

Latin America and
Caribbean Cyber
Competence Centre

Value

legal6
Unhealthy

m.galvan

threat_match

151.138.128.11

443 7

View all fields in table
Alert prevalence

7

Take action

CNGES

kibana.alert.rule.name: Threat Intel Indicator Match

¥* Close analyzer @

All Process Events ~

Process Name Timestamp

Oct 3, 2022 @

Iy smss.exe
16:48:51.972

) Oct3 2022@
) winlogon.exe
16:48:52.795
o Oct 4,2022 @
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07:27:23.757
Oct 4, 2022 @
° explorer.exe
07:27:23.998
& | chrome.exe Ot d, 20220
' 07:47:49.792
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TERMINATED PROCESS
chrome.exe
739,
i, ANALYZED EVENT - TERMINATED PROCESS
. chrome.exe
~ Last 24 hours & Refresh

Updated 11 seconds ago

Groupby  Kibana.alert.rule.name 2

Group by top

® Threat Imel Indicator Match n

& Columns 3 1field sorted 31 alerts [0 Fields Additional filters ~  Grid view @
Actions 4 @timastamp ~  Rule e Bewerity ~ RiskScore ~ Reason “~  hoSLname * USErnameé ~ processn..
o g oos @: Oct 4, 2022 @ 08:32:33.000 Threat Intel Indicator Match critical %8  network event with process chrome.exe, source 192.168.104.158:48784, .. legald m.galvan chrome.exe
L ay eee Oct 4, 2022 @ 08:32:32.993 Threat Intel Indicator Match  eritical 390 network event with process chrome.exe, source 192.168.104.158:40784, .. legald m.galvan chrome. e
e e D Oct 4, 2022 @ 05:28:08.160 Threat Intel Indicator Match  eritical 90 network event with process System, source 85.31.46.178:37624, destinat.. SVR-WEBD2 SYSTEM System
¢ By e 2 Oct 4, 2022 @ 05:28:00.159 Threat Intel Indicator Mateh  critical 90 network event with process System, source 85.31.48,179:37624, destinat., SVR-WEBD2 SYSTEM System
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