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Introduction & Problem Definition



Quarter Trends

Total number of DDoS attacks
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Distribution of DDoS Attacks by Type
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The Internet of Things

An attack surface that considerably grows

| may2022 |

Your Global IoT Market Research Partner

o%fo 1OT ANALYTICS
Global I1oT Market Forecast [in billion connected IoT devices]

Number of global active IoT Connections (installed base) in Bn

30+
Actuals until Q4/2021 27.0

CONNECTIVITY TYPE CAGR 20-21 CAGR 21-25

Wireless Neighborhood
Area Networks (WNAN

Wireless Local
Area Networks (WLAN)

. Wireless Personal
Area Networks (WPAN)

2015a  2016a 2017a 2018a 2019a 2020a 2021a  2022f  2023f  2024f  2025f  (XX% ) =CAGR

Note: loT Connections do not include any computers, laptops, fixed phones, cellphones or tablets. Counted are active nodes/devices or gateways that concentrate the end-sensors, not every sensor/actuator. Simple one-
directional communications technology not considered (e.g., RFID, NFC). Wired includes Ethernet and Fieldbuses (e.g., connected industrial PLCs or I/O modules); Cellular includes 2G, 3G, 4G; LPWAN includes unlicensed
and licensed low-power networks; WPAN includes Bluetooth, Zigbee, Z-Wave or similar; WLAN includes Wi-fi and related protocols; WNAN includes non-short range mesh, such as Wi-SUN; Other includes satellite and

unclassified proprietary networks with any range.
Source: loT Analytics Research 2022. We welcome republishing of images but ask for source citation with a link to the original post and company website.
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Objectives

* The application of a Machine Learning (ML) and Deep Learning (DL) models selection for the

design of an Intrusion Detection System (IDS) with an accuracy of at least 95%, for DoS and

DDoS attacks directed to loT devices in Software Defined Networks (SDN).
1. Analyze the state of the art for a proper ML and DL models selection.
2. Create a smart IDS for DoS and DDoS attacks based on UDP, TCP, and HTTP protocols.

3. Deploy the IDS in a production simulated environment based on ONOS controller and
Mininet.



Solution Proposal



Data Distribution for the IDS

Class balancing from the Bot-loT dataset*

36,340 records (flows)
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*Koroniotis, N., Moustafa, N., Sitnikova, E., & Turnbull, B. (2019). Towards the development of realistic botnet dataset in the Internet of Things for network forensic
analytics: Bot-loT dataset. Future Generation Computer Systems, 100, 779-796. doi:10.1016/j.future.2019.05.041
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Feature Sets Selected

Range between 15 and 18 variables

Name

Features

Description

First feature set

stime, pkts, bytes, ltime,
seq, dur, mean, stddey,
sum, min, max, spkts,
dpkts, sbytes, dbytes,
rate, srate, drate

Using timestamps, the
Argus sequence numbet,
and the statistical
variables (i.e., rates,
mean, maximum, etc.).

Second feature set

pkts, bytes, dur, mean,
stddev, sum, min, max,
spkts, dpkts, sbytes,
dbytes, rate, srate, drate

With no timestamps
neither the Argus
seguence number, only
the statistical variables.

Third feature set

pkts, bytes, seq, dur,
mean, stddev, sum, min,
max, spkts, dpkts,
sbytes, dbytes, rate,
srate, drate

With the Argus sequence
number and the statistical
variables.
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Smart Intrusion Detection System

Comparison against the related work around the Bot-loT dataset
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The LATAM-DDoS-loT Dataset

Based on physical loT devices and real users ALIGO / sz
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LATAM-DDoS-loT

Comparison against the popular related work around loT datasets

Flow-level
information

v

Ground truth files

Physical loT devices

DDoS attacks traffic

Normal traffic from
real external users

UKL

v
v
X
X

Number of
attributes 20 32 22
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2,407,102 flows

LATAM Dataset

Balanced data distribution for the DoS and DDoS versions

2,431,453 flows
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SDN Architecture

A modular framework*
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*J. A. Pérez-Diaz, |. A. Valdovinos, K. -K. R. Choo and D. Zhu, "A Flexible SDN-Based Architecture for Identifying and Mitigating Low-Rate DDoS Attacks
Using Machine Learning," in IEEE Access, vol. 8, pp. 155859-155872, 2020, doi: 10.1109/ACCESS.2020.3019330.
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SDN Testbed for the IDS Deployment

An architecture with physical and virtual components
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Experimental Results &
Discussion



Accuracy

Bot-loT Dataset Results

Time performance and Classification results of Decision Tree
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Accuracy

LATAM-DDoS-loT Dataset Results

Time performance and Classification results

B Decision Tree B Multi-layer Perceptron B Decision Tree B Multi-layer Perceptron
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IDS Deployment Results in the SDN Testbed

Results from concatenating the Bot-loT and LATAM-DDoS-loT

Accuracy

94.608%

Precision

100%

Recall

91.406%

F1-score

95.51%
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IDS Deployment Results in the SDN Testbed

Runtime screenshots

mininet> pingall

testing ping reachability
hl X X
h2

8
X

X X X X X X X X

X

98% dropped (1/56 received)

mininet>

INFO Detected normal flow (class Decision Tree), Key(srcip: 167772167, srcport:
167772168, dstport: 5001 nroto: 6

INFO Detected normal flow| (class Decision Tree), Key(srcip: 167772164, srcport:
167772161, dstport: 5001. proto: 6

WARN Detected attack flow| (class Decision Tree), Key(srcip: 167772164, srcport:
167772161, dstport: 5Svvul, proto: o

WARN Detected attack flow (class Decision Tree), Key(srcip: 167772167, srcport:
167772168, dstport: 5001, proto: 6

WARN Detected attack flow (class Decision Tree), Key(srcip: 167772167, srcport:
167772168, dstport: 5001, proto: 6




Conclusions & Future Work



Conclusions
The Bot-loT dataset

 The proposed IDS trained with the Bot-loT dataset presents results without
biases towards a majority class, achieving an average accuracy >99% with
our 3 distinct feature sets, whilst being suitable for implementation in real-

time production environments.

 We achieved 100% across accuracy, precision, recall, and F1 score metrics,
with the Decision Tree and the Random Forest for several combinations of

Normal flows vs the DoS/DDoS protocols.

23



Conclusions
The LATAM dataset

e |t IS a novel state-of-the-art dataset with real normal traffic from actual clients

consuming real services, and also real attack traffic directed to physical loT devices.

 We conducted binary and multiclass classifications with its balanced DoS and

DDoS versions, getting an average accuracy of 99.967% and 98.872%,

respectively.

 When concatenating it with the Bot-loT dataset, we achieved results such as the

99.99% of accuracy from the Decision Tree in binary classification for DoS.
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Conclusions
IDS deployment in the SDN testbed

 We moved from a 100% simulated architecture to a hybrid architecture

running ONOS as a Linux service instead of using Docker.

* We can say our smart IDS behaves strongly, where 100% of the flows
identified as attacks were correctly classified, and above 90% of the attack

flows were detected.

* Our defense system does not misclassify legitimate traffic.
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Future Work

The next steps

 This work can be extended creating and deploying an Intrusion Prevention

System (IPS), which integrates and communicates with our IDS.

 Jo test in a fully physical architecture, the next component to remove would

be Mininet.
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Future Work

The next steps

* |t will be interesting to see what kind of experiments derive from other
colleagues' use of the LATAM-DDoS-loT dataset, such as one-class
classifiers, since the characteristics of real traffic from actual clients and also

attack traffic directed to physical loT devices make our dataset convenient for

real production environments.
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Transport and Application Layer Towards the Protection of loT
DDoS Attacks Detection to loT Networks: Introducing the LATAM-
Devices by Using ML and DL Models DDoS-loT Dataset
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LATAM-DDoS-loT
Dataset
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iGracias!

Any questions?

genaroalmaraz@exatec.tec.mx

LinkedIn: Genaro Almaraz
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