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Primero

Nunca se habla demasiado de BGP

Alejandro Acosta
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¢Que son fugas de rutas?

o Anunciar un prefijo que no
S ___ deberia (ej: porque no es mio,
& 0o no estoy autorizado)
?
o&C A route leak Is the propagation
§ .
?om‘i\ —. of routing announcement(s)
0

19 beyond their intended scope
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Un breve ejemplo

AS 6057
announces
200.40/16

ASN 8158

AS 15358
announces
200.40.235.0/24

AS 8158 gets
200.40.0.0/16

200.40.0.0/16 AS_PATH ASN1 ASN3 ASN6057
200.40.235.0/24 AS_PATH ASN1 ASN3 ASN6057




3Por que ocurren los route
leak?

Error, desconocimiento,
falta de filtros, ingenieria
social ¥ un monton de
razones mas
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Si.., SI, ya se que existen
mil maneras de prevenir
route leaks y otros
errores, varias veces en
la semana me han
hablado de RPKI, IRR,

Filtros, BCPs y mas cosas.

nnnnnnnnnn

INAN T l\./vL\/l_(_

iHasta
cuando!



Si.., SI, ya se que existen
mil maneras de prever*
route leaks y ofr- y (O

r’ S &
errores, vo (.(\O \ :

IG sem ,‘e
b
hablado : 0:(0

Fi l'l'rOS, B.
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RFC 9234

« Route Leak Prevention and Detection

\2° > using Roles in UPDATE and OPEN
109
Messages
0 . « Prevencion de fuga de rutas y
122 deteccion de roles utilizando

mensajes UPDATE y OPEN
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Tipicos casos en un ISP

Se desea realizar una nueva
conexion en el ISP

Cliente
nuevo
Conexion al
IXP
Proveedor .
Peering
Privado
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Tipicos casos en un ISP . ..

Se desea realizar una nueva AS-Filters
conexion en el ISP

ACLs
Cliente Prefix-lists
nuevo
Communities
Conexion al
IXP Regexp
Proveedor ,
Peering
Privado Todas las

lacnic3 anteriores
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OK, oK..., muchas
palabras jque tiene
que ver el RFC 9234

en todo esto?
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RFC 9234

“This document enhances the BGP OPEN message to
establish an agreement of the relationship on each eBGP
session between autonomous systems in order to enforce
appropriate configuration on both sides. Propagated
routes are then marked according to the agreed
relationship, allowing both prevention and detection of
route leaks. This document specifies a means of replacing
the operator-driven configuration-based method of route
leak prevention, described above, with an in-band method
for route leak prevention and detection. This method uses
a new configuration parameter, BGP Role .....”
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RFC 9234. - 3Cuales roles?

Provider - sender is a transit provider to neighbor;
Customer - sender is a transit customer of neighbor,;

RS - sender is a Route Server, usually at an Internet exchange
point (IX);

RS-client - sender is client of an RS;

Peer - sender and neighbor are peers.

https://datatracker.ietf.org/doc/rfc9234/ .IE‘EQ;?M
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Datos no menos importantes
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Volviendo a los roles

P T P e —— + Provider anuncia
TODO a Customer

T e o e e ot ot e e o T e o e ot e e o o
Provider Customer <« — Customer anuncia solo sus rede:
CeEanas Prsvidan Y sus propios customers
: a provider
RS RS-dlient« IXPs / PITs
RS-client RS «— 1 Solo se anuncian entre ellos sus
Peer Peer <+ prefijos + los de sus customers
T TP s +

A BGP speaker may apply policy to reduce what
is announced, and a recipient may apply policy
to reduce the set of routes they accept.

https://datatracker.ietf.org/doc/rfc9234/ }3991%’(3,)3,
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5Como es el tema de los roles?

+ + +
| Local AS Role | Remote AS Role |
+ + +
| Provider | Customer |
+ —+ -
| Customer | Provider |
+—— —+ +
| RS | RS-Client |
+ —+ +
| RS-Client | RS |
+ — -
| Peer | Peer |
+—— —+ +

Table 2: Allowed Pairs of Role
Capabilities

https://datatracker.ietf.org/doc/rfc9234/ lacnic



Customer

Provider

Nota:

Un router puede
tener muchas
sesiones y cada
session comportarse
con algin Rol



Antes de la explicacion tecnica
o Capacidades BGP

Las capacidades BGP son lo que el enrutador
anuncia a sus peers BGP para informarles
gué caracteristicas puede admitiry, si es
posible, intentara negociar esa capacidad
cOon SUS vecinos.

Un router BGP determina las capacidades
admitidas por su peer examinando la lista de
capacidades presentes en las Capacidades
transportads por el mensaje OPEN.

https://community.cisco.com/t5/routing/bgp-capability/td-
p/4541727 lacnic3f



Explicacion tecnica

e Se anade una nueva
capacidad BGP

U}JLJ.UIIO L raramecuect « \.OPOUJ. LLL’
Parameter Type: Capability (2)
Parameter Length: 2
Capability: Route refresh capability (Cisco)
Optional Parameter: Capability
Parameter Type: Capability (2)
Parameter Length: 2
Capability: Route refresh capability
Optional Parameter: Capability
Parameter Type: Capability (2)
Parameter Length: 6
Capability: Support for 4-octet AS number capability
Optional Parameter: Capability
Parameter Type: Capability (2)
Parameter Length: 3
Capability: BGP Role
Length: 1
Unknown: 04

7. IANA Considerations
IANA has registered a new BGP Capability
(Section 4.1) in the

"Capability Codes" registry within the
"[ETF Review" range [RFC5492].

The description for the new capability is
"BGP Role". IANA has

assigned the value 9. This document is
the reference for the new

capability.

https://datatracker.ietf.org/doc/rfc9234/ F,?,‘E,(‘,!%’Qq
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Funciona? / Working code
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Ejemplo de codigo en FRR

neighbor SIP_NEIGH local-role SROLE

router bgp 65002
bgp router-id 10.1.1.1
neighbor 2001:db8:12::1 local-role provider
neighbor 2001:db8:23::4 local-role peer
neighbor 2001:db8:35::ab local-role customer
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RFC 9234 Modo Estricto — Strict Mode

En general las capacidades se negocian
entre los BGP Speakers y se utilizan
exclusivamente las que ambos soporten.

Strict Mode es una opcion
que si se configura

AMBOS enrutadores deben
soportar esta capacidad.
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Ejemplo de Strict Mode

ORI
Strict mode = yes No soporta Roles BGP

Resultado:
La sesion BGP
no levantara



Resumen

En lo personal creo que la manera
como RFC 9234 hace las cosas sera el
futuro de la configuracion BGP a nivel
global reemplazando y mejorando
notablemente la fuga de rutas vy
anuncios indebidos en Internet
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Mi apoyo a este draft/rfc

Me <alejandroacostaalamo@gmail.com> f¢

Re: [Idr] draft-ietf-idr-bgp-open-policy-17.txt (11/9 to 11/16/2021) - WG LC

€ Reply | A Forward | & Archive 0 Junk @[ Delete || More v
17/1121, 4:34 AM

idr@ietf.org e

Hello,

| already supported this draft and I'm happy to see many improves have been made
in the last months. | think it's ready to progress.

Thanks,

Alejandro,

Route Leak Prevention
using Roles in Update
and Open messages
Enero 2021

Probaremos:
- Peer
- Customer
- Provider
- rs-client
- rs-server

FRR-3

AS 65003

Role: Peer Role:
Customer

FRR-4

FRR-1 announces:
@LL‘I =

AS 65001

FRR-1

Role:

Role:
Provider

AS 65005

FRR-5

https://www.youtube.com/watch?v=wOWDg4TOOug

om Me <alej; il.com> ¢ © Reply | ~ Forwar d| (3 Archive || @) Junk | i Delete | More v
Re: [Idr] I-D Action: draft-ietf-idr-bgp-open-policy-15.txt 19/1/21, 11:51 AM
To idr@ietf.org #
Hello,

I know it's late and this draft was already asked for publication (congratulations).
I think this is a terrific job and I can imagine different scenarios.

I wonder if there is already some working code somewhere?, probably some beta code
for quagga, frr, etc?.

Thanks,

Alejandro,

lacn|c3
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¢ Preguntas?

iGracias!
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