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Rede Nacional de Ensino e Pesquisa

- Brazilian NREN
- 27 PoPs
- ~ 1500 customers

- Own infrastructure
- Carriers

- Backbone 
- All states connected with high capacity circuits
- Internacional connection to commercial

networks and NRENs (Géant, I2, RedClara)



Scenario

• Multiple network device manufacturers;

• High density of devices on PoPs;

• Different support to automation technologies like Netconf, Restconf, 
yang, openconfig;

• Default configuration with gaps in security.



Scenario

• Multiple network device manufacturers;

• High density of devices on PoPs;

• Different support to automation technologies like Netconf, Restconf, 
yang, openconfig;

• Default configuration with gaps in security.

DevOps



Impact

• Routers and switches with considerable processing power can be 
targets of DDoS, botnets, DNS poisoning, etc.

• Ports open and unprotected can:
• Affect network devices causing abnormal behavior and impacting on user's 

experience

• Give an attacker access and control to the device

• Create a man in the middle topology

• Mirror traffic to eavesdrop

• and so on...



Goals

• Automate checkings efficiently

• Support multiple vendors

• Vulnerabilities and inconsistencies follow-up, providing reports.

• Standardize configurations (base-line)

• Improve network security, ensuring best-practice configurations are 
applied.



Historic

• 2019: MVP;
• 2020: Roadmap with sponsorship of Programa Frida;
• 2021: Release of v1.0.

• Developed by the RNP Network Operations team
• Devs:

• Guilherme Ladvocat

• Thiago Siqueira

• Supported by Corporate Systems, CAIS and PoPs



Architecture

Django framework
Python code
Nornir/Napalm/Netmiko
SSHv2 



openNetAudit - MVP

• Support to Juniper e Extreme;

• Checks based on internal best-practices guide;

• Minimal web interface;

• Simple database;

• Simple reports and results saved in csv files.



openNetAudit - MVP







Roadmap – main features

• Refactor of the system;

• Hierarchical organization (Device -> Site -> Group);

• Audit core improvements
• Custom checks;
• Tests severity;
• Multiple rules in one test.

• New vendors supported: Cisco, Huawei, Mikrotik;

• Results saved in JSON;

• Reports in web views;

• Vulnerabilities tracking.



Tests and rules











Next steps

• Have new adoptants
• Receive feedback
• Improve the system and the best practices base



https://git.rnp.br/guilherme.ladvocat/opennetaudit

https://netaudit.rnp.br

guilherme.ladvocat@rnp.br

http://Ghttps:/git.rnp.br/guilherme.ladvocat/opennetaudit
Https://netaudit.rnp.br
mailto:guilherme.ladvocat@rnp.br


Gracias!


