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Goals

* Recently IX.br has reached 3 Tbps peak traffic/day on the sum of all 28 locations and
the traffic is increasing quickly

* More than 80% of this traffic is from IX.br Sao Paulo

* The rapid network growth brings challenges to keep providing good qualitty service to
the IXP's participants

» This presentation should show some of these challenges we're facing and the
solutions we're using
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IX.br — Locations
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# IX.br Location

1 Aracaju

2 Belém

3 Belo Horizonte
4 Brasilia

5 Campina Grande
6 Campinas

7 Caxias

8 Cuiaba

9 Curitiba

10 Florianépolis
11 Fortaleza

12 Foz do Iguagu
13 Goiania

14 Lajeado

15 Londrina

16 Manaus

17 Maringa

18 Natal

19 Porto Alegre
20 Recife

21 Rio de Janeiro
22 Salvador

23 Santa Maria
24 Sao Carlos

25 Sao José do Rio Preto
26 Sao José dos Campos
27 Sao Paulo
28 Vitoria
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2,02 Tbps peak on Nov 3 2016

Aggregate traffic IX.br - Daily

bits por segund
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TOTAL - Maximum: 2.02 Thps Average: 1.23 Thps Current: 1.09 Thps
SP - Maximum: 1.57 Thps Average: 965,60 Ghps Current: 870.88 Ghps
RJ] - MMaximum: 246,94 Ghps Average: 136.13 Ghps Current: 109,85 Ghps
RS - Maximum: 73.41 Ghps Average: 35.52 Gbps Current: 26.98 Ghps
PR - Maximum: 45.88 Gbps Average: 29.74 Gbps Current: 2B.66 Ghps
CAS - Maximum: 25.84 Ghps Average: 15.92 Ghps Current: 17.31 Ghps
CPY - Maximum: 17.41 Ghps Average: 10.01 Ghps Current: 7.21 Ghps

DF - Maximum: 13.43 Ghps Average: 8.23 Ghps Current: 6.31 Ghps
CE - Maximum: 8.04 Ghps Average: 4.85 Ghps Current: 4,11 Ghps
BA - Maximum: 6.13 Ghps Average: 3.81 Ghps Current: 3.54 Ghps
MG - MMaximum: 6.14 Ghps Average: 3.84 Ghps Current: 3.36 Ghps
SC - Maximum: 4,55 Ghps Average: 2.97 Ghps Current: 3.00 Ghps
LDA - Maximum: &.14 Ghps Average: 3.33 Ghps Current: 2.60 Ghps
PE - Maximum: 3.11 Ghps Average: 1.74 Ghps Current: 1.27 Ghps
GYM - Maximum: 2.58 Ghps Average: 1.44 Ghps Current: 1.20 Ghps
MGF - Maximum: 1.73 Ghps Average: 1.05 Ghps Current: 966,23 Mbps
VIX - Maximum: 1.55 Ghps Average: B849.93 Mbps Current: &88.48 Mbps
LAJ - Maximum: 832.68 Mbps Average: 415.88 Mbps Current: 334,98 Mbps
MAT - Maximum: 1.43 Ghps Average: 672,42 Mbps Current: 610,49 Mbps

C¥J - Maximum: 450,03 Mbps Average: 273.72 Mbps Current: 243.33 Mbps
BEL - Maximum: 3&8.03 Mbps Average: 204.83 Mbps Current: 191.91 Mbps
SIP - Maximum: 243,35 Mbps Average: 105.14 Mbps Current: 123.07 Mbps
SIC - Maximum: 169,94 Mbps Average: 90.28 Mbps Current: 112.08 Mbps
MAQ - Maximum: 150.50 Mbps Average: 85.19 Mbps Current: 48.93 Mbps
CGB - Maximum: 132.47 Mbps Average: &8.44 Mbps Current: 77.51 Mbps
SCA - Maximum: 427.29 Mbps Average: 22.94 Mbps Current: 7.14 Mbps
IGU - Maximum: 22.26 Mbps Average: 1.22 Mbps Current: 720.56 kbps




3,08 Tbps peak on Jun 19 2017

Aggregate traffic IX.br - Daily

bits por segund
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TOTAL - Max: 3,08 Thps Avg: 1.73 Thps Current: 8%3.50 Ghps
saopaulo.sp - Max: 2.46 Thps  Avg: 1.39 Thps Current: 702.76 Ghps
riocdejaneiro.rj - Max: 322,69 Ghps Avg: 174.84 Ghps Current: 74.26 Ghps
portoalegre.rs - Max: 109,67 Ghps Avg: 57.93 Ghps Current: 23.55 Ghps

curitiba.pr - Max: 59.75% Ghps Avg: 36.45 Gbps Current: 15.81 Ghps
campinas.sp - Max: 36.55 Chps Avg: 21.36 Cbhps Current: 10.43 Ghps
fortaleza.ce - Max: 21.13 Ghps Avg: 12,10 Ghps Current: 4,90 Ghps
campinagrande.pb - Max: 24,39 Ghps Avg: 11.99 Ghps Current: 7.45 Ghps
brasilia.df - M™ax: 10.57 Ghps Avg: 6.33 Ghps Current: 2.60 Ghps
belohorizonte.mg - Max: &.84 Chps Avg: 3.82 Cbps Current: 1.72 Ghps
salvador.ba - Max: 9,26 Ghps Avg: 5.09 Ghps Current: 2.32 Ghps
florianopolis.sc - Max: 5.03 Ghps Avg: 3.00 Ghps Current: 1.37 Ghps
londrina.pr - Max: 8.12 Ghps Avg: 3,76 Ghps Current: 1.83 Ghps
recife.pe - Max: .74 Ghps Avg: 2.75% Gbps Current: 1.50 Ghps
goilania.qgo -  Max: 2.51 Ghps Awvg: 1.38 Ghps Current: 715.87 Mhps
lajeado.rs - Max: 4,74 Ghps  Avg: 2.10 Ghps Current: 810.07 Mbps
vitoria.es - Max: 8.19 Ghps Avg: 1.05 Ghps Current: 372.92 Mbps
maringa.pr - Max: 1.21 Gbps Awg: 630.37 Mbps Current: 126.12 Mbps
belem.pa - Max: GBO.72 Mbps Avg: 421.36 Mbps Current: 248,82 Mbhps
natal.rn - Max: 1.31 Gbhps Avg: 604,01 Mbps Current: 296,89 Mbps

sjoseriopreto.sp - Max: 374.68 Mbps Avg: 202.80 Mbps Current: 119,40 Mbps
caxlasdosul.rs - Max: 400.28 Mbps Avg: 206.45 Mbps Current: 110.39 Mbps
fozdoiguacu.pr - Max: 159,59 Mbps Avg: 83.51 Mbps Current: 48.99 Mbps
manaus.am - Max: 202,91 Mbps Avg: 106,11 Mbps Current: 43,17 Mbps
saojosecampos.sp - Max: 149,76 Mbps  Avg: 70.40 Mbps Current: 26.57 Mbps
cuiaba.mt - Max: 362.04 Mbps Awvg: 68.3&6 Mbps Current: 24.083 Mbps
aracaju.se - Max: 232.78 Mbps Avg: 96,87 Mbps Current: &7.58 Mbps
sgocarlos.sp - Max: 289,22 Mbps Avg: 56,90 Mbps Current: 3. 48 Mbps




3,61 Thps peak on Sep 6 2017

Aggregate traffic IX.br - Daily

bits por segund
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TOTAL - Max: 3.68]1 Thps Avg: 2,07 Thps Current: 933.51 Ghps
saopaulo.sp - Max: 2.91 Thps Avg: 1.65% Thps Current: 767.02 Ghps

riodejaneiro.rj - Max: 334.15 Ghps Avg: 200,17 Ghps Current: 76.50 Ghps
portoalegre.rs - Max: 142.47 Ghps Avg: 76.28 Ghps Current: 30,85 Ghps
curitiba.pr - Max: 77.39 Ghps Avg: 45,73 Ghps Current: 19,49 Ghps
campinas.sp - Max: 44,16 Ghps Avg: 24,94 Ghps Current: 13,59 Ghps
fortaleza.ce - Max: 25.90 Ghps Avg: 14.70 Ghps Current: 7.33 Ghps
campinagrande.pbh - Max: 28.62 Ghps Avg: 14,34 Ghps Current: 5,01 Ghps
brasilia.df - Max: 11.0% Ghps Avg: 6,34 Ghps Current: 2.21 Ghps
londrina.pr - Max: 9,20 Ghps Avg: 5,03 Ghps Current: 2,03 Ghps
belohorizonte.mg - Max: 7.59 Ghps Avg: 4,53 Ghps Current: 2,05 Ghps
florianopolis.sc - Max: 4,97 Ghps Avg: 3,26 Ghps Current: 1.70 Ghps
salvador.ba - Max: 6,92 Ghps Avg: 3,83 Ghps Current: 1.47 Ghps
golania.go - Max: 3,91 Ghps Avg: 1.91 Ghps Current: 928.28 Mbps
lajeado.rs - Max: 7.09 Ghps Avg: 3,29 Ghps Current: 882.17 Mbps
natal.rn - Max: 1.72 Ghps Avg: 1.06 Ghps Current: 225.99 Mbps
vitoria.es - Max: 2.35 Ghps Avg: 1.34 Ghps Current: 614,95 Mbps
maringa.pr - Max: 2.75% Ghps Avg: 1.62 Ghps Current: 680.11 Mbps
recife.pe - Max: 1.54 Ghps Avg: 871.37 Mbps Current: 296,99 Mbps

fozdoiguacu.pr - Max: 260,16 Mbps Avg: 171.21 Mbps Current: 126.12 Mbps
belem.pa - Max: 719.14 Mbps Avg: 459,59 Mbps Current: 178.37 Mbps
caxiasdosul.rs - Max: 431.04 Mbps Avg: 217.22 Mbps Current: 87.07 Mbps
sjoseriopreto.sp - Max: 734.32 Mbps Avg: 222.89 Mbps Current: 91.29 Mbps
cuiaba.mt - Max: 270.19 Mbps Avg: 115.31 Mbps Current: 35.01 Mbps
manaus.am - Max: 209.78 Mbps Avg: 126.81 Mbps Current: 40.32 Mbps

saoj osecampos.sp -  Max: 170.53 Mbps  Awvg: 83.01 Mbps Current: 28.18 Mbps
aracaju.se - Max: 344.52 Mbhps Avg: 156.91 Mbps Current: 54.86 Mbps
saocarlos.sp - Max: 39.10 Mbps Awvg: 1.32 Mbps Current: 20.96 khps




Traffic Growth Rate

Nov3 .  Arodece.. _ Jun19 -~ 1..... Sep6

2016 229 days 2017 19 -days- Ho44
Increase Increase

2Tbps 505, 3Tbps 200 3,61Tbhps

e L -

Increase
80%
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Challenges

Most of the challenges are faced first on IX.br Sado Paulo because it's the biggest IXP

A lot of new participants connections or capacity expansion every month
* Provide new interfaces to activate participants
* Increase IXP uplinks capacity

Use of 40x10Gb DWDM systems and increase of 100Gb participants
» Flows higher than 10Gbps

« Can't grow over 400Gbps in each PIX

* Network equipments with low 100G ports density

BUM (Broadcast, Unkown-unicast and Multicast) traffic

* More Participants, More ARP and Neighbor Discovery Requests

» Bad behaved participants' devices sending traffic to destination MAC not present
on IXP

Layer 2 paths
« Some access switchs exclusively layer 2
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New Network and Optical devices

* New network devices with high 100G interface density on Core and on Remote PIXs

« Upgrade the connections between Central PIX and Remote PIX to use DCI devices
to transport 200Gbps on each channel of the current DWDM system. Each DWDM
can transport up to 40x200Gbps using DCls

* More 100G participants connected to PIXs

Old scenario New scenario
Central
PIX
Central <= 100Gbps interfaces
PIX . bcl || bcl |
10Gbps channels == S 200Gbps channels

Up to 40 x 10Gbps Up to 40 x 200Gbps

- bcl || DCl |

Remote
PIX

Remote
PIX
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Benefits of 100G interfaces on IX.br SP

* On 2016, IX.br Sdo Paulo had 28 100G interfaces connected to uplinks and
participants

» Until September 2017, there are 180 100G interfaces installed

« Capacity upgrade has more effect and avoid recurring upgrades on same point

» Permit flows larger than 10Gbps

» Higher capacity to access switchs

» Decrease the number of physical connections between network devices

IX.br 3Tbps — Challenges;and Solutions — LACNOG 2017 — Sep 18-22, 2017 in|Montevideo, Uruguay = IX.br IHJ][ I-"Dhl- e | Ihr



Network Protections and Reliability

» Broadcast (ARP) and Multicast (ND) will increase on network with more participants:

« BUM Rate-limit on destinations routers can increase this issue (source will ask
again if destination drop a valid request)

» Testing solutions to reduce this kind of traffic: ARP Sponge, EVPN, static MACs

* Due issues, some routers will send frames destinated to MAC not present on the
IXP:

» Since MAC are static on participant VLAN, we can forward to participants only
frames destinated to that MAC and block the unknow.

* The unknown-unicast flood will still remaing on IXP core

» Testing EVPN to reduce this kind of traffic too

Move the VPLS network closer to participant's port, reducing the number of
exclusively layer 2 access switchs.
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Conclusions

 Internet Traffic Exchange on all IX.br locations is increasing, providing better
experience to Brazilian Internet

» More traffic requires a better network control and efficiency on IXP solutions

» To allow this constant traffic growth, IX.br had to update the network to increase
scalability and avoid future issues

* Frequently new issues appears due the evolution on this shared network, but we
must be prepared to try minimize the effects and solve the problems

« Also, we should create a smarter network, reducing operational tasks and increasing
resources efficiency

Q8
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Thank you

IX.br
eng@ix.br

September 20th, 2017
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