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BGP Communities

• BGP Attribute 
• Type code: 8 
• 32 bits separated in 2 octets.  

• Mechanism for labeling route in BGP 
Protocol 

• Well-known communities defined and 
reserved by IANA.



BGP Communities

• Well-know communities 

• NO_EXPORT - 65535:65281 (0xFFFFFF01) 

• Do not export for EBGP neighbors   

• NO_ADVERTISE -  65535:65282 (0xFFFFFF02) 

• Do not export for BGP neighbors (EBGP and IBGP)   

• NO_EXPORT_SUBCONFED - 65535:65283 
(0xFFFFFF03) 

• Do not export for EBGP neighbors, including same 
confederation



BGP Communities

• Well-know communities 

• NO_PEER - 65535:65284 (0xFFFFFF04) 

• Do not export learning routes for any private peer  

• BLACKHOLE - 65535:666 (0xFFFF029A) 

• Drop all traffic for defined prefix



BGP - Extended Communities 
Overview

• Atributo BGP 
• Type code: 16 
• 64 bits separated in 8 octets 

• Enhanced mechanism for labeling route in 
BGP Protocol 

• Expand brands range for multiple use 
cases



BGP - Extended Communities 
Overview

• Additional a typing field 
• Size: 1 or 2 Octets 
• Enables application-based policer creation 

       0                   1                   2                   3
       0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
      |  Type high    |  Type low(*)  |                               |
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+          Value                |
      |                                                               |
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+  
      Source: https://tools.ietf.org/html/rfc4360



BGP - Extended Communities 
Extended Communities Types

• BGP Extended Communities orientadas a ASNs 
• <TYPE><SUBTYPE>:<GLOBAL_ADM>:<LOCAL_ADM> 

• 16bits:16bits:32bits 

• BGP Extended Communities orientadas por IPv4 
• <TYPE><SUBTYPE>:<GLOBAL_ADM>:<LOCAL_ADM> 

• 16bits:32bits:16bits 

• BGP Extended Communities Opacas 
• <TYPE><SUBTYPE>:<VALUE> 

• 16bits:48bits



BGP - Large Communities 
Overview

• Atributo BGP 
• Type code: 32 
• 96 bits separated in 12 octets 
• Defined in Feb. 2017 through RFC 8092 
• Removing type for simplifies use 
• Expand Possibilities 

• $ASN:$Function:$Parameter 
• $Me:$Action:$You



BGP - Large Communities 
Overview

• Standard BGP communities can be 
encapsulated  

• 2^96 = Never overlap 
    0                   1                   2                   3
    0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |                      Global Administrator                     |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |                       Local Data Part 1                       |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |                       Local Data Part 2                       |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   Source: https://tools.ietf.org/html/rfc8092

https://tools.ietf.org/html/rfc8092


BGP - Large Communities 
Overview

• In last June was published RFC 8195, that 
document defined recommendations for 
large communities use 

• Published by GROW Group for 
informational purpose 

• Large Communities Categorization 
• Informational Communities  
• Action Communities



BGP - Large Communities 
RFC - 8195 - Informacionais
• Informational Communities 

• For ASN 22548 - NIC.br - “26162:1:076 26162:2:005 26162:20:011” 

• For ASN 28000 - Lacnic - "26162:1:858 26162:2:005 26162:20:666” 

ISO 3166-1 
Country Code

Large 
Community Desc

26162:1:076 Brazil

26162:1:553 Aruba

26162:1:188 Costa Rica

26162:1:858 Uruguay

ONU M.49

Large 
Community Desc

26162:2:029 Caribe

26162:2:013 Central 
America

26162:2:005 South 
America

26162:2:019 America

IX.br 
Location

Large 
Community Desc

26162:20:011 Sao 
Paulo

26162:20:021 Rio de 
Janeiro

26162:20:061 Brasilia

26162:20:666 Non 
Participant

+ +

http://NIC.br


BGP - Large Communities 
RFC - 8195 - Informacionais

• Georeferenced Communities 
• Based in Address 

CEP 
Brazilian Postal Code

Large 
Community Desc

26162:21:05406000 Rua: Teodoro Sampaio, Pinheiros, São Paulo, SP

26162:21:04578000 Av. Nações Unidas, Brooklin Paulista,São Paulo,SP

26162:21:04723003 Av. João Dias,Santo Amaro,São Paulo,SP

26162:21:70070914 SAUS, qd.5, lt.6, Asa Sul, Brasilia,DF



BGP - Large Communities 
RFC - 8195 - Informacionais

• Georeferenced Communities 
• Based in Geographic coordinates 

• Modulated signal 0 or 1. 

• <ASN>:<LOG>:<LAT>

GPS Coordinates

Large 
Community Desc

22548:023601489:046694702 NIC.br - NU

22548:023623278:046730221 NIC.br - JD

52462:112096799:068909854 AMX-IX Caribbean

14650:137495038:1127120265 f.dns.br - Korean, Seul

http://NIC.br
http://NIC.br
http://f.dns.br


BGP - Large Communities 
RFC - 8195 - Action

• ASN Based Selective No-Export 

• Sinal modulado em 0 ou 1. 

• <ASN>:<LOG>:<LAT>

No-Export

Large 
Community Desc

26162:4:22548 Não exporta rotas para o AS22548

26162:4:14026 Não exporta rotas para o AS22548

26162:4:11752 AMX-IX Caribbean



BGP - Large Communities 
RFC - 8195 - Action

• Location Based Selective No-Export 

• Sinal modulado em 0 ou 1. 

• <ASN>:<LOG>:<LAT>

Selective No-Export

Large 
Community Desc

26162:5:076 Não exporta rotas para EBGP localizados no Brasil

26162:5:553 Não exporta rotas para EBGP localizados em Aruba

26162:5:858 Não exporta rotas para EBGP localizados no Uruguai



BGP - Large Communities 
Deploy Status

• Vendors 

   Source: http://largebgpcommunities.net/implementations/



BGP - Large Communities 
Deploy Status

• Ecosystems and Tools

   Source: http://largebgpcommunities.net/implementations/



BGP - Large Communities 
Deploy Status



BGP Communities 
Comparison

BGP  
Standard  

Community

BGP 
Extended 

Community

BGP 
Large 

Community

ASN 16bits

ASN 32bits

ASN 32bits in  
Both Sides

Sobreposição
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