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« BGP Communities
« BGP Extended Communities

 BGP Large Communities
 Comparison between standards
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 BGP Extended
 BGP Large Communities
* References
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BGP Communities

 BGP Attribute
* Type code: 8
» 32 bits separated in 2 octets.

* Mechanism for labeling route in BGP
Protocol

 Well-known communities defined and
reserved by IANA.
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BGP Communities

* Well-know communities
« NO EXPORT -65535:65281 (OxFFFFFFO1)
« Do not export for EBGP neighbors
« NO_ADVERTISE - 65535:65282 (OxFFFFFFO02)
* Do not export for BGP neighbors (EBGP and IBGP)

+ NO_EXPORT_SUBCONFED - 65535:65283
(OXFFFFFFO03)

* Do not export for EBGP neighbors, including same
confederation
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BGP Communities

* Well-know communities
« NO PEER -65535:65284 (OxFFFFFF04)
« Do not export learning routes for any private peer
« BLACKHOLE - 65535:666 (OxFFFFO029A)

* Drop all traffic for defined prefix
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BGP - Extended Communities
Overview

 Atributo BGP
* Type code: 16
* 64 bits separated in 8 octets

* Enhanced mechanism for labeling route in
BGP Protocol

« Expand brands range for multiple use
cases
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BGP - Extended Communities
Overview

 Additional a typing field
« Size: 1 or 2 Octets
* Enables application-based policer creation

0 1 2 3
0123456789012 345678901234567489°01
s S I S S s S SN S S
| Type high | Type low(*) | |
T S S S S S S s S S Value |
l-+-+—+-+-+-+—+-+-+-+-+-+-+-+-+—+-+-+-+-+-+-+-+-+-+-+-+—+-+-+—+-l
Source: https://tools.ietf.org/html/rfc4360
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BGP - Extended Communities
Extended Communities Types

« BGP Extended Communities orientadas a ASNs
<TYPE><SUBTYPE>:<GLOBAL ADM>:<LOCAL ADM>
16bits: 16bits:32bits

 BGP Extended Communities orientadas por IPv4
<TYPE><SUBTYPE>:<GLOBAL_ADM>:<LOCAL_ADM>
16bits:32bits: 16bits

 BGP Extended Communities Opacas

<TYPE><SUBTYPE>:<VALUE>
16bits:48bits
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BGP - Large Communities
Overview

 Atributo BGP
* Type code: 32
* 96 bits separated in 12 octets
* Defined in Feb. 2017 through RFC 8092
» Removing type for simplifies use
* Expand Possibllities
« SASN:$Function:$Parameter
- $Me:$Action:$You
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BGP - Large Communities
Overview

 Standard BGP communities can be
encapsulated

« 2"96 = Never overlap

0 1 2 3
0123456789 012345678901234561789°¢01
S
| Global Administrator |
bttt otototototot ottt ottt ottt bt bbbt bttt —+
| Local Data Part 1 |
B St s S
| Local Data Part 2 |
S
Source: https://tools.ietf.org/html/rfc8092
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https://tools.ietf.org/html/rfc8092

BGP - Large Communities
Overview

* |In last June was published RFC 8195, that
document defined recommendations for
large communities use

* Published by GROW Group for
informational purpose

» Large Communities Categorization
* Informational Communities
* Action Communities
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BGP - Large Communities
RFC - 8195 - Informacionais

e Informational Communities

ISO 3166-1 IX.br
Country Code Location

Large Large Large
Community Community Community

26162:1:076 Brazil 26162:2:029 Caribe 26162:20:011 Psaicl)o
+ + -
26162:1:553  Aruba 26162:2:013  central 26162:20:021 Rio de
America Janeiro
26162:1:188 Costa Rica 26162:2:005 SOUt.h 26162:20:061 Brasilia
America
26162:1:858 Uruguay 26162:2:019 America 26162:20:666 P No.n
articipant

* For ASN 22548 - NIC.br - “26162:1:076 26162:2:005 26162:20:011”
* For ASN 28000 - Lacnic - "26162:1:858 26162:2:005 26162:20:666"
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http://NIC.br

BGP - Large Communities
RFC - 8195 - Informacionais

e Georeferenced Communities

« Based in Address

CEP
Brazilian Postal Code

Large
Community

26162:21:05406000 Rua: Teodoro Sampaio, Pinheiros, Sao Paulo, SP
26162:21:04578000 Av. Nagdes Unidas, Brooklin Paulista,Sao Paulo,SP
26162:21:04723003 Av. Jodo Dias,Santo Amaro,S&o Paulo,SP
26162:21:70070914 SAUS, qd.5, It.6, Asa Sul, Brasilia,DF
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BGP - Large Communities
RFC - 8195 - Informacionais

» Georeferenced Communities
» Based in Geographic coordinates

GPS Coordinates

Large
Community

22548:023601489:046694702 NIC.br - NU
22548:023623278:046730221 NIC.br - JD
52462:112096799:068909854 AMX-IX Caribbean
14650:137495038:1127120265 f.dns.br - Korean, Seul
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BGP - Large Communities
RFC - 8195 - Action

 ASN Based Selective No-Export

No-Export

Large
Community

26162:4:22548 Nao exporta rotas para 0 AS22548
26162:4:14026 Nao exporta rotas para o0 AS22548
26162:4:11752 AMX-IX Caribbean
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BGP - Large Communities
RFC - 8195 - Action

» Location Based Selective No-Export

Selective No-Export

Large
Community

26162:5:076 Nao exporta rotas para EBGP localizados no Brasil
26162:5:553 Nao exporta rotas para EBGP localizados em Aruba
26162:5:858 N&o exporta rotas para EBGP localizados no Uruguai
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BGP - Large Communities
Deploy Status

 \Vendors

Vendor Software Status Details
Arista FDS Planned Feature Requected BIKG16944A
Cieco 105 XE Flanned 16.9.1 (FCS July 201€) (scurce)
Cisco NS XA v Done! Beta (perhaps in 6.3.7 for real?)
CZ.nLC EIRD v’ Dcnel BIRD 1.6.3 (commit)
ExaBGP ExaBCP v Dcne! PR482
FreeRangeRouting | fri v Done! Issue 46 (Commic)
Juniper Junos DS Planned Second Half 2017 (perhaps 17.3R17)
Mi<roTix FouterDS Won't Teplerent Until RFC | Feature Requested 20440905272/801073
Nexia SR 05 Flanned Third Quarter 2017
aaon. hu tresRouter ¢ Done!
Opent>U UpenBLPD v Dcne! DpenBSP €.1 (commit)
NERG CoBGP v Dene! PR1094
rtorick Fullstack ¢ Dcne! Fullsteck 17.1
Quanaa Quagqa v’ Dcne! Quaqga 1.2.0 £75
Ubiquiti Fdg=Qs Planned Internzl Enhancement Requested
Vy0s Vy05 Requested Feature Requested Ti143

Source: http://largebgpcommunities.net/implementations/
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BGP - Large Communities
Deploy Status

* Ecosystems and Tools

Vendor Software Status Datails
DF-CTX phapp v Done! PR1A
Free35D tcpdump v’ Done! PR213423
Marco d’Itri zebra-dump-parser v’ Done! PR3
OpenBSD tcpdump ¢/ Done! OpenBSD 6.1 (patch)
pracct . net pracct v Done! PRA1
RIPE NCC bgpdump v’ Done! Issue 41 (comnit)
tcpdump.org tcpdump v’ Done! PR543 (commit)
Yoshiyuki Yamauchi mrtparse ¢ Done! PR13
Wireshark Dissector v Done! 18172 (patch)

Source: http://largebgpcommunities.net/implementations/
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BGP - Large Communities
Deploy Status
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BGP Communities
Comparison

BGP

Large

BGP BGP
Standard Extended
Communit Communit

ASN 16bits
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ASN 32bits in \ \
Both Sides , ,

ASN 32bits

Sobreposicao |‘ l‘

Communit

s
s
»

[0 nicdr eglor



References

e Chandra, R., Traina, P., and T. Li, "BGP Communities
Attribute", RFC 1997, August 1996.

e Rekhter, Y. and T. Li, "A Border Gateway Protocol
4(BGP-4)", RFC 4271, January 2006.

e Rosen, E. and Y. Rekhter, "BGP/MPLS IP Virtual Private
Networks (VPNs)", RFC 4364, February 2006.

e TANA, "BGP Path Attributes",<http://www.iana.org/
assignments/bgp-parameters>.

e Sangli, S., Tappan, D., and Y. Rekhter, “BGP Extended
Communities Attribute", RFC 4360, February 2006.

e Heasley, J., Simpson, A., "BGP Large Communities
Attribute”, RFC 8092, February 2017

e Snijders, J., Heasley, J., Schmidt,M., "Use of BGP Large
Communities”, RFC 8195, June 2017

e Large Communities Initiative, <http://
largebgpcommunities.net/>

| .. IO niebr egibr



https://tools.ietf.org/html/rfc1997
https://tools.ietf.org/html/rfc4271
https://tools.ietf.org/html/rfc4364
http://www.iana.org/assignments/bgp-parameters
http://www.iana.org/assignments/bgp-parameters
https://tools.ietf.org/html/rfc4360
https://tools.ietf.org/html/rfc8092
https://tools.ietf.org/html/rfc8195
http://largebgpcommunities.net/
http://largebgpcommunities.net/

Thanks!
http://ix.br

Iucenildo@nic.br @ @Iucenildolaj @ http://fb.com/nic.br

21 de Setembro de 2017

nicHr egid

www.nic.br | www.cgi.br



