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Aplicacion abierta que optimiza del trafico de red a través del monitoreo
proactivo y el establecimiento de politicas de flujo para mejorar la
utilizacion de recursos, mitigar ataques de red y reducir la congestion de
la red de forma automatizada.

A
=5 Escrita en Python. P

5 Componentes de sistema:

Colector § F IOUJ m

Base de datos MHSQL® Interfaz Web: ‘

Controladora « & OPEN

Protocolo C "op enFlow ggﬁgegrg rﬁ!

lacnic24 |acnog
a/6 - 2/1




Desafio en las redes tradicionales ‘éﬁXﬁ‘f{i’}?Eﬁ
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£ Configuracion manual de la red.

* A falta de procesos automatizado, implica mas recursos
para el control y mantenimiento de la red.

red puede demorar horas o dias.

Las habilidades necesarias para realizar todos estos
procesos son complejas, y difieren de la solucion de un
fabricante a otro.

A Costosa adquisicion de infraestructura de seguridad paf:
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Aplicaciones de red en la UDG //

Network Operation Center

universidad de guadalajara
L]

® Desarrollada por el NOC-UDG con el apoyo de la iniciativa
privada.

En el pasado el NOC-UDG desarrolld diversas aplicaciones

para monitoreo y optimizacion de trafico de red.
* MRTG, Perl, RRDTool, remote shell (SSH, Telnet)
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® Herramienta para optimizacion de la Red

sFlow-RT
sFlow collector
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FlowBot Traffic Controller

o0 < o alarmas.noc.udg.mx

alarmas.noc.udg.mx

FlowBot Traffic ) o Metric Threshold Value  Agent Data Source
Optimizer .20 Dashboard: Real time events and monitoring Fii Aug 212015 17:18:13 GMT-0500 (CDT) 2300 306510 146.202.210.236

i Aup 21 2015 17:17:59 GMT-0800 (COT) 200 29263 146202210235 183
i Aup 21 2015 17.16:22 GMT-0800 (COT) 500 66672 146202210235 196

Dashboard Number IP (source) IP (destination) Time (detected event) pps Type Status 166 Fri Aug 21 2015 17:02:54 GMT-0500 (COT) 500 51331 148202210235 18¢

2001:1210:906:2:D9BA:ECDB:2918:8F2 2607:F8B0:4001:C02::84 Aug 21,2015 17:36:51 2814 udpflood6 Filtered . Fri Aug 21 2015 16:40:15 GMT-0500 (CDT) 2600 2766.13 148.202.210235 196
* WhiteList 2607:F8B0:4001:C02::84 2001:1210:906:2:D9BA:ECDB:2918:8F2 Aug 21, 2015 17:36:39 2686 udpflood6 Filtered Web Service API Fri Aug 21 2015 16:24:59 GMT-0500 (COT) udp e et 1

198.143.98.105 148.202.255.62 Aug 21,2015 17:36:07 719 icmpflood Filtered \ Fri Aug 21 2015 16:22:40 GMT-0500 (CDT). 500 719.82 148.202210.235 194
/O Historical 200.39.161.7 216.58.216.239 Aug 21, 2015 17:30:58 2939 udpflood Filtered N

Fri Aug 21 2015 16:38:28 GMT-0500 (CDT) 2600 268377 148202210235 196
/apfoods udpfioods.

Fii Aug 21 2015 16:19:40 GMT-0500 (COT) 2600 262162 148202210235 196
Fri Aug 21 2015 16:19:28 GMT-0500 (COT) 500 71982 148202210235 104
Fri Aug 212015 16:18:01 GMT-0500 (COT) 500 72013 148202210235 18¢
Policy Fri Aug 21 2015 16:14:04 GMT-0500 (CDT) 2600 280003 148202210235 196
Fii Aug 21 2015 16:09:47 GMT-0500 (CDT) 600 70067 148202210235 183

Fii Aug 21 2015 16:09:16 GMT-0500 (CDT) 600 71982 148202210235 fo¢
Users Fri Aug 21 2015 16:03:32 GMT-0500 (CDT) Pl 2900 307117 148202210235 194
Fii Aug 21 2015 16.02:13 GMT-0500 (CDT) 2600 270862 148202210235 194

Fii Aug 212015 16.:02:11 GMT-0500 (COT) 2600 2620.10 148202210235 196
Fri Aug 21 2015 15:57:50 GMT-0500 (COT) 295460 148202210235 194
Fri Aug 212015 15:54:55 GMT-0500 (COT) 299181 148202210235 194
Fii Aug 21 2015 15:49:58 GMT-0500 (CDT) 697.15 148202210235 193

[Mirror] Packet distribution by TCP flags
Logout

Copyright © 20122

a6 percentage of ctets

e 1e00 Sie o0
From 20/08/2015 17:35 to 21/08/2015 17:35
a:

IPv6/IPv4 i,

<l u 0
OPsh/ack Current:  29.19
Current:  40.10m
DFRst/Ack Current: 44630 m
sy Current: 609,90 m
B Syn/Ack Current: 61960 m
Current.

Average:

oFin 0.00
B Fin/Ack ent: 571.80m 158

Ack urrent: 53,29 52,65  Maxinun:
Posered by Resilio Inc., support@resilio. can.me
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& alarmas.noc.udg.mx

FlowBot Traffic

Dashboard: Real time events and monitoring

Dashboard Number IP (source) IP (destination) Time (detected event) pps Type Status
1 2001:1210:906:2:D9BA:ECDB:2918:8F2 2607:F8B0:4001:C02::84 Aug 21, 2015 17:36:51 2814 udpflood6 Filtered
2 2607:F8B0:4001:C02::84 2001:1210:906:2:D9BA:ECDB:2918:8F2 Aug 21, 2015 17:36:39 2686 udpflood6 Filtered
3 198.143.98.105 148.202.255.62 Aug 21, 2015 17:36:07 719 icmpflood Filtered
4 200.39.161.7 216.58.216.239 Aug 21, 2015 17:30:58 2939 udpflood Filtered

WhiteList
Historical
Policy
Users

[Mirror] Packet distribution by TCP flags
Logout

% percentage of packets

0ju'e 1€:00 vie 00:00 vie 12:00
From 20/08/2015 17:35 to 21/08/2015 17:35
TCP Flags:
| Psh Current: 0.00 Average: 0.00 Maximum: 0.00
O Psh/Ack Current: 29.19 Average: 24,15 Maximum: 61.63
W Rst Current: 40.10 m Average: 102,10 m Maximum: 2,50
O Rst/Ack Current: 446,30 m Average: 1.04 Maximum: 3.28
| Syn Current: 609.90 m Average: 1.46 Maximum: 3.61
B Syn/Ack Current: 619.60 m Average: 1.41 Maximum: 3.56
O Fin Current: 0.00 Average: 0.00 Maximum: 0.00 u DG SDN,N Fv
O Fin/Ack Current: 571.80 m Average: 1.58 Maximum: 6.56
| Ack Current: 53.29 Average: 52.65 Maximum: 87.90

Powered by Resilio Inc., support@resilio.com.mx Ready for the futurel
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Caracteristicas de la Aplicacion SDN gf;nggg;ggg
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#Monitoreo y deteccion de patrones de comportamiento
enla red (congestion, abusos, DoS, etc.).

— A través de ports mirror, sflow, syslog, etc.

Soporte de los protocolos IPv6 e IPv4.

e Registro de lista de blanca de direcciones IP (VIP).

Acciones:
— Redireccionamiento de trafico.
— Blogueo de trafico.
— Calidad de servicio (administracion de ancho de banda).
— Balanceo de cargas de trafico.

A Tiempos de aplicacion de acciones.
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Tabla de flujos IPv4 — Switch OF
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Flow ID:

Instructions: &pply-actions
action: FORWARD
Out Port: el1/3/2
Meter id: 1000
Statistics:
Total Pkts: 30764
Total Bytes: 2608873

1212 Priority: 500 Status: Active
Rule:
In Port: el /3/2
Ether type: 0x200

Souwrce IP: 200.39.161.7 Subnet IP:
Destination IP: 216.58.216.239 Subnet IP:

Instructions: &pply-actions
action: FORWARD
Out Port: e1/3/1
Meter id: 1000
Statistics:
Total Pkts: 57152
Total Bytes: 65261600

1214 Priority: 500 Status: Active
Rule:
In Port: e1/3/1
Ether type: 0x200

Source IP: 198.143.98.105 Subnet IP:
Destination IP: 148 .202.255.62 Subnet IP:

Instructions: &pply-actions
action: DROP
Statistics:
Total Pkts: 0O
Total Bytes: 0

SSHESDN1# B

olmos — ssh — 118x36
Destination IP: 200.39.161.7 Subnet IP:

255.255.255.255

255.255.255.255
255.255.255.255

255.255.255.255
255.255.255.255
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Tabla de flujos IPv6 — Switch OF ik Im

olmos — ssh — 117x36

action: FORWARD
Out Port: e1/3/1
Out Port: send to controller
Statistics:
Total Pkts: 0
Total Bytes: 0

695 Priority: S00 Status: Active
Rule:
In Port: el /3/2
Ether type: 0x36dd
Sowrce IPvE: 2001:1210:906:2:d%ba:ecdb:2918:3£2 Prefix Length:
Destination IPvG: 2607:£8b0:4001:c02: :84 Prefix Length: 128
Instructions: apply-actions
action: FORWARD
Out Port: el1/3/1
teter id: 1000
Statistics:
Total Pkts: 0
Total Bytes: 0

696 Priority: S00 Status: Active
Rule:
In Port: e1/3/1
Ether type: 0x36dd
Sowrce IPvE: 2607:£8b0:4001:c02: :84 Prefix Length: 128
Destination IPvé: 2001:1210:906:2:d%ba:ecdb:2918:8£2 Prefix Length: 128
Instructions: a&pply-actions
action: FORWARD
Out Port: el1/3/2
tfeter id: 1000
Statistics:
Total Pkts: 0
Total Bytes: 0

SSHESDNz# |
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Dual-stack network UDG UNwERsmADDE

Trends visualizations IPv6 adoption:
https://www.stateoftheinternet.com/
World IPv6 Launch:
http://www.worldipv6launch.org/
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Gracias

* Jaime Olmos de la Cruz
@olmosvb
jaime@noc.udg.mx
http://www.ipv6.udg.mx
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