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Overview

* This presentation provides a summary of NETSCOUT | Arbor’s 13th annual
Worldwide Infrastructure Security Report (WISR)

 The WISR features observations from network and security professionals
at the world’s leading service provider, cloud / hosting and enterprise
organizations

* The report covers a comprehensive range of issues from threat detection
and incident response to managed services, staffing, and budgets

* |ts focus is on the operational challenges faced daily and the strategies
adopted to address and mitigate them
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ATLAS Telemetry

« ATLAS observed 7.5 million DDoS v
attacks in 2017 vs. 6.8 million in 2016

« Largest attack in 2018 is 1.7 Tbps!
« Marked increase in the complexity of attacks

Number of DDoS Attacks 2016-2017
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DDoS Continues to Evolve
Application-layer Attacks

« 30% increase of enterprises that experienced application-layer attacks in 2017
* Web services and DNS continue to dominate application-layer attacks

EGE Targets of Application-Layer Attacks

73% 63% 68% 37% 19% 12%
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A Statement on State

Firewalls, IPS devices and other security products
effectively address network integrity and confidentiality,
but fail to address network availability

* 61% of enterprises experienced attacks against
infrastructure devices

* 51% had firewalls or IPS devices fail or contribute

to an outage during a DDoS attack y
Avallability
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Consequences Are Rising for Enterprise

Business Impacts of DDoS Attacks

Drives Interest at C-Level

« Reputation / brand damage top
business impact of an attack,
operational expenses second

« 2X reporting revenue loss from
DDoS attacks in 2017

o 77% report DDoS part of business
or IT risk assessments

* 12% see costs of over $100K,
a 5x increase from last year
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Threats & Concerns

Enterprise, Government & Education

EGE Threats vs. Concerns

@ EGE THREAT @ EGE CONCERN

35%
Ransomware 64%
Internet connectivity congestion due to DDoS attack 32%
¢ # 1 54%
Ransomware
th t d # 1 Internet connectivity congestion due to genuine traffic growth/spike 299 °
Accidental major service outage 27% 38%
concern .
Accidental data loss 26% 49%
Extortion for DDoS threat/attack 1%
* DDoS #2 threat
O rea
d #3 Botted or otherwise compromised hosts on your corporate network 36%
Advanced persistent threat (APT) on corporate network 57%
Malicious insider 469
 APT #2 °
concern,
O n I eX e ri e n Ced Exposure of sensitive, but non-regulated data 7%
y p Exposure of regulated data 38
% °
) 0 o .
Industrial espionage or data exfiltration 1%
None of the above
Other
| | | | | |
0% 10% 20% 30% 40% 50% 680%

Source: NETSCOUT Arbor
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Threats & Concerns

S e rv i ce P rovi d e r Service Provider Experienced Threats and Concerns

@ SERVICE PROVIDER EXPERIENCED THREATS @ SERVICE PROVIDER CONCERNS

 DDoS attacks represent
top threat observed and
equally concerning A

failures or misconfigurations

DDoS ATTACKS

* Infrastructure outages
reclaims second spot

ROUTE HIJACKING

« Compromise of Mgmt.
Networks is far concern
than observed last year

PEER GAMING

OTHER
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Attack Motivations

Enterprise, Government, & Education

DDoS Attack Motivations
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Attack Motivations

Service Provider

Online gaming-related

Criminals demonstrating D0oS attack
capabhilities to potential customers

Criminal extortion attempt
Nihilism/vandalism
Political/ideological disputes
Inter-personal/inter-group rivalries
Online gambling-related

Social netwarking-related

Diversion to cover
compromise/data exfiltration

Misconfiguration/accidental

Competitive rivalry between
business organizations

National/state sponsored
Financial market manipulation

Intra-criminal disputes

Service Provider DDoS Attack Motivation

351%
34.5%
34.2%
31.3%
25.0%
244%
21.7%
20.0%
17.1%
14.0%
11.6%
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Source: NETSCOUT Arbor
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Operational Security

EGE Security Operations Center Resources SP Security Operations Center Resources

Internal (D Internal SOC team

SOC team
@ No SOC resources
@ 'nternal SOC with supplemental third party
No SOC @ Third party SOC
resources
Internal SOC

with supplemental
third-party (hybrid)

Third-party SOC
(outsourced)

Source: NETSCOUT Arbor Source: NETSCOUT Arbor

» Lack of resources & difficulty hiring and retaining skilled personnel
top concerns for building effective operational security team

« 23% of SP report security teams of 30+ vs.14% of EGE
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IPv6

SP IPvE Security Concerns

Traffic floods/DDoS
Botnets
Misconfiguration

Stack implementation flaws

Inadequate IPv4/IPvB
feature parity

Visihility, cannot

N O 75
I 44%
D 2%
I 35%
D 36%

see the data today _> 35%
Host scanning 7/_) 249,
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Source: NETSCOUT Arbor

 DDoS top concern

« Botnets and misconfiguration also top of mind
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EGE IPv6 Security Concerns
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Respondent’s Role in the Organization

Survey Demographics

19% Education + Research

@ Security Professional

@ Network Professional
17% Banking + Finance

o * 45% Enterprise o
13% Technology Gove rn ment &

7% Healthcare

L ]
E% Automotive + Transportation I d u Catl O n

4% Energy + Utilities @

@ Manager or Directar
. President or Officer
@ Operations Professional

Respondent’s Geographic Information
@ Vice President

@ Other

0 . — 60%
« 55% Service
Source: NETSCOUT Arbor ¢
4% eCommerce + Retail . ~ 55%
2% Insurance I rOVI d e rS — 50%
@ Where is your
o, i B
2% Media organization
headquarters? - 48%
2% Military + Law Enforcement q ’
@ Inwhat region(s) of L 40%
1% Gaming + G li g
o Baming + Gambling the world does your :
Yy :
4% Other network operate? L 3504
~ 30%
55% Tier 2/3 provider or regional ISP
63% Hosting/data center/co-location services US + CANADA @ I~ 25%
47% Cloud service (virtualization, storage) - L o0
45% Wireline broadband (MSO, DSL) MTTILE EAGT AR
: — 15%
45% Managed service provider/MSSP WESTERN, CENTRAL
: + EASTERN EUROPE? |
39% Mobile service provider AEII;\EE\[LIIFAE 0%
32% Tier1 service provider ' Indluding Cen?ra/ -
o provi + South America 5%
. . . LATIN AMERICA?
30% CDN/content delivery (caching, distribution, streaming) T?(/lej/da/gg o L o
0

29% DNS registrar/ONS service provider
: Source: NETSCOUT Arbor
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LATAM DDoS 2017

Peak DDoS attack size (Gbps)
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LATAM DDoS 2017

DDoS attack size (bps)

2% 1%
6%
= <500Mbps
8% = 500Mbps-1Gbps

= 1Gbps-2Gbps
DDoS attack duration - 2Gbps-5Gbps

= 5Gbps-10Gbps

20, 2% 2% 1%

(o]

= 10Gbps-20Gbps

= <30 mins
= 20Gbps-50Gbps

= >30mins<1h = 50Gbps-100Gbps

= 100Gbps-200Gbps
= >1hr<3hrs
10%
= 200Gbps-500Gbps
» >3hrs<6hrs
= 500Gbps-1Tbps

= >Bhrs<12hrs

= >12hrs<1day

= >1day
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LATAM DDoS 2017
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DDoS attack target country
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Thank You.

Contact: kleber@arbor.net

www.netscout.com
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