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Flowspec – Just do it ?
History and Best Current Practices
LACNIC/29-FTL

Julio Arruda – Solutions Architect
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• Context

• Introduction to flowspec

• Use Case: DNS Amplification attacks mitigation 

• Flowspec automation

• Conclusions

Agenda

• IOT and customer x customer attacks
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Background considerations

Context
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Any part of your network or services that is 
vulnerable to an attack:

• The whole PI/PA IP range

• Network interfaces

• Infrastructure

• Firewall/IPS

• Servers

• Protocols

• Applications

The DDoS attack surface

Attackers will find the weakness!
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BGP Blackhole S/RTBH
Source-based /

Remotely Triggered Blackhole

Traditional DDoS Mitigation

IDMS
Intelligent DDoS

Mitigation System
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• Legitimate and attack traffic received 
from Internet towards customer.

• BGP announcement is triggered 
pointing nexthop to a scrubbing 
device.

• Victim traffic is diverted to scrubbing 
center to identify and filter malicious 
traffic

• Clean traffic then gets returned to the 
victim via GRE, VRF or other method.

Traditional diversion to IDMS
Based on BGP
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Limitations of traditional approach 
There’s always room for improvement
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?
There’s a better 

way…
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Introduction to Flowspec
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What is flowspec?

Flow Specification
Layer-4 ACL distributed and 

managed by BGP

Source / Destination IP’s
Source / Destination Ports
Protocol

Packet Length
TCP Flags
Fragmentation bits

Rate-limit / Drop 
Redirect to VRF
Set DSCP value

Redirect to IP Nexthop

Match flows on

Perform actions
Platform dependent

RFC in flux – Platform dependent
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History of flowspec

DRAFT
08/2007

JunOS 7.2

ALU 
SR9.0R1
03/2011

RFC5575 
09/2011

Cisco 5.1.2 (XR) 
June 2014

JunOS 15.1
Interface control & IPv6

06/2015

RFC 7674
Oct 2015 (PROPOSED)
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Why you should use flowspec?
Volumetric mitigation
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• DDoS attack directed to a 
customer

• Attack traffic is detected 
and alerted

• Flowspec starts mitigation 
of attack’s volumetric 
component

• IDMS mitigation takes 
care of remaining attack 
traffic

• IDMS delivers legitimate 
traffic to its destination
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Why? Benefits

• It provides ingress policy application 
on a router interface.

• It essentially allows PBR (Policy 
Based Routing)

• It specifies where flowspec rules get 
applied.

• It allows flowspec rules to be applied 
only to untrusted places on the 
network (where the attack comes 
from).

• Removes return-traffic complexities 
with scrubbing centers: No need of 
GRE/VRF Clean!

• Simplifies East > West mitigation 
(customer to customer attacks).

Where you should enable flowspec?
On external facing interfaces (beware of hw/sw limitations, like sub-interfaces)
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Use Case: DNS Amplification attacks 
mitigation
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Mitigating DNS amplification – Toolset 
Task: use ACLs / FlowSpec, but do not block UDP/53 completely.
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• It drops legitimate DNS replies

• It doesn’t drop non-initial fragments 
since they don’t contain UDP header
– Amplified responses are 3-4k bytes long

– Initial fragment is 1,500 bytes long, 
followed by 2-3 additional fragments

– By blocking UDP/53 you miss 50-60% of 
attack traffic

What you shouldn’t do? And why ?
Block traffic from UPD/53 completely
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• Run flowspec to drop initial fragments.

• Run BGP redirect to divert non-initial 
fragments to IDMS

• Let IDMS Invalid packets take care of 
non-initial fragments

• Things to keep in mind:

– Requires IDMS capacity around 50-70% of 
attack size (bps)

– Test fragmentation bitmask before use 
them.

Use toolset instead!

Bitmask Value Purpose

0 Do not fragment

1 Is a fragment

2 First fragment

3 Last fragment
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IOT and customer x customer attacks

Flowspec to leverage existing IDMS
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Solution diagram
Enable per interface and setup “dirty” VRF
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Attack scenario
North > South
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Attack scenario
East > West
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Why use ”dirty” VRF for diversion?

• VRF (Virtual Router and Forwarding) + MPLS

• Lets you further leverage network resources for attack mitigation

• Contains attack (“dirty”) traffic within a known logical entity

• Minimal routing requirements and overhead for moving traffic to scrubbers

• Easier to manage resources and protect backhaul

• With selective application of flowspec, traffic can be put back into the global 
routing tables without encapsulation
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What if you don’t have an IDMS?

• Volumetric attack diversion is not desirable if your IDMS resources are limited or 
non-existent.

• You can create flowspec filters to drop both amplified responses components:
– Initial fragments (UDP header)

– Non-initial fragments (no UDP header)
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Flowspec Automation
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Previous considerations

• Safe to apply with certain protocols 

• Care must be taken with others

• Think about SLA’s requisites
– Residential users

– Enterprise customers

– Critical infrastructure

• Identify critical services you need to be concerned about

• Flowspec + IDMS integration adds to  the solution

Remember this is a business rather than technical problem!
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Previous considerations

• Keep in mind that flowspec typically operates at L3/L4

• Be aware that L3/L4 classification is not static (i.e. UDP/443 – QUIC)

• Ensure you clearly identify critical traffic patterns and whitelist them:

– Name servers

– Content Delivery Networks (CDN’s)

– Carrier-grade Network Address Translation (CGNAT)

– Proxies

Continuation
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About flowspec announcements

• Control rule update rates

• Implement prefix match validation (BGP ACL’s)

• Restrict amount of announced routes
• Use BGP Communities

– Control announcements regionally or globally

– Tag, mark and track who is announcing, what is being announced and where.

Ensure protection when using flowspec
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If all else fails you can still use it

• Flowspec Blacklist Offloading in 8.1
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Conclusions
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Just do it?

• Be aware of different functionalities between technology vendors.

• Leverage flowspec capabilities by using a single management mechanism.

• Use flowspec as part of a layered protection in conjunction with an IDMS to 
provide a robust security strategy.

• As ANY protocol that interfere with packet flow, establish sanity policies

Yes, but with a clear understanding about it…
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Thank You.

www.netscout.com

Julio Arruda Kleber Carriello
jarruda@arbor.net kco@arbor.net

mailto:jarruda@arbor.net
mailto:kco@arbor.net
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Example of SYN/UDP flood
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SYN, NTP amp using FS diversion and ACL
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SYN, NTP amp using FS diversion and ACL


