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Analise de ARP Storm em redes de Internet Exchanges
Desenvolvimento de um mecanismo automatizado
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Frotocol Length  Info -

Douglas Fernando Fischer

* Engenheiro de Controle e Automacao

DDDDD D

e Atua na area de redes de telecomunicacoes desde 1999

* Trabalhou como engenheiro de pré-vendas e implantacao em
integradores de tecnologia

e Consultor na area de redes e servidores no segmento corporativo e
provedores de Internet

* Unioeste — Responsavel pela area de Routing e Switching
* BPF — Brasil Peering Forum
* Tretista com fins produtivos nas horas vagas
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| | Apply a display er ...+

<Cirl- - ] Expression... +

Mo. Time Source Destination Frotocol Length  Info -

Como eu comecei a me — ovoammm
interessar pela questao do |
ARP em ambiente de IX? 0P.[I)IglRuntime(ms) Invoked

uSecs 5Sec TMin SMin TTY
Software-based vs Hardware-based Routers —

14 19 451946
14€_8.24% 8.61% 8.27% _B ARP

Input

CPU utilization for five seconds: 47%/

16%; one minute: 51%; five minutes:

53%

PID Runtime(ms) Invoked

uSecs 5Sec TMin 5MIin TTY

Process

L] it 3 2 55600 0

: ARP Input
6 839399
205868 0.00% 3 79% 3.81% 0BGP
‘ent
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File Edit View Go Capture Analyze  Statistics Telephony  Wireless  Tools
a = ® o] QR e = == = ElaaaxH
] |App|'-r' a display filter ... <Ctrl-/= — | '] Expression... +
Mo. Time Source Destination Frotocol Length  Info -
Telegram PTT.BR / IX.BR 50... Mostrar mensagens recentes fj Powe r B I
Douglas Fischer
o de casa!
PTT.BR / IX.BR . -
Quero pedir a algum colega que me consiga uma coleta
Buscar neste chat i
de sniffing de ARP no ATMV4 do PTT-5PO.
J4 estou com duas, & queria mais uma...
De preferencia do que ndo seja do Pix da GVT nem do Pix
A gvt.cap u_-
File Edit View Go Copture Analyze Statistics Telephony Wireless Tools Help
Awd® BE Qe== s EaaaH e Sl
(W Japply a display fiter _<ctrl-/> =3 -] Expression... | + File Options View
No. Time Source Destination Protocol Length  Info -~ ‘ Pmcgsses“ﬂaer;ormance 1 s ) Details t SErvi(es‘
1 @.e80000 BrocadeC_94:cf:@e Broadcast ARP 68 Who has 187.16.217.1132 Te
2 @.000423 Dell_ea:f8:48 Broadcast ARP 608 Who has 187.16.223.487 Tel O CPU
3 0.001066  Routerbo_74:8b:11 Broadcast ARP €8 Who has 187.16.223.342 Tel S CPU  intel(R) Core(TM) i7-3770 CPU @ 3.40GHz
4 8.881617 Routerbo_eb:5c:5F Broadcast ARP 68 Who has 187.16.223.53? Tel % Utilization over 60 second
5 ©.802170  Routerbo_e2:50:8c Broadcast ARP 60 Who has 187.16.220.162 Tel O Memory e o | =
6 8.882734 Routerbo_83:63:fb Broadcast ARP 68 Who has 187.16.223.115? Te 8,5/15,9 GB (53%) ‘ ’
7 2.882792 SuperMic_9b:ca:57 Broadcast ARP 68 Who has 187.16.218.213? Te | | |
8 8.883206 Routerbo_98:6d:9@ Broadcast ARP 68 Who has 187.16.216.1952 Te ') Ethernet ’ I
9 8.883635 Routerbo f6:54:ea Broadcast ARP 60 Who has 187.16.223.4? Tell 5: 0 Kbps R: 0 Kbps ‘ | ‘
10 8.883687  Routerbo_f6:54:ca Broadcast ARP €8 Who has 187.16.223.4? Tell I |
11 8.885736 Routerbo_c4:59:68 Broadcast ARP 68 Who has 187.16.223.147? Te Q Ethernet | [
12 8.006118  Juniperll 30:47:ch Broadcast ARP 60 Who has 187.16.223.2142 Te S OXbps R 0Kbps |
13 8.886922 Routerbo_77:62:086 Broadcast ARP 68 Who has 187.16.222.932 Tel @ Etheret |
14 ©.807378 Routerbo_@l:df:4e Broadcast ARP 6@ Who has 187.16.216.1667 Te = g 0Kbps R: 0 Kbps | |
15 8.887544 BrocadeC_93:@b:8@ Broadcast ARP 68 Who has 187.16.228.1562 Te - | ‘ | ‘
16 ©.018471 Routerbo_@@:fe:d7 Broadcast ARP 6@ Who has 187.16.219.23? Tel
17 ©.010745  Cisco 11:6a:c3 Broadeast ARP €8 Who has 187.16.223.2142 Te |
< > Utilization ~ Speed Maximum speed: 3,39 GHz
i :
b Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (489 bits) 100% 3,39 GHz i i
b Ethernet II, Src: BrocadeC 94:cf:00 (00:24:38:94:cf:80), Dst: Broadcast (ff:ff:ff:ff:ff:ff) Pro Thr Handles 2
b Address Resolution Protocel (request) o5 1416 416795 pu,
256 KB
ff Ff Tf f ff ff @@ 24 38 94 cf 8@ @8 86 20 o1 ~ Ve 10MB
210 98 B0 B6 94 B8 Bl @8 24 38 94 cf 8@ bb 18 d9 55 8:07:25:55 80MB
@0 00 00 00 06 09 bb 10 dJ 71 00 00 00 B0 90 00  ........ RO -
Q7 gut Packets: 1347109 * Displayed: 1347109 (100.0%) * Load time: 0:15.575 || Profile: Default @ Fewer details | (8 Open Resource Monitor
A - — Analise de A mem A — fischerdougl| mail.com
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A = ® BRE  Re==0 & S[Elaaam

L] |App|'—r' a display filter ... <Ctrl-/=> - | '] Expression...
Mo. Time Source Destination Frotocol Length  Info

Porque ta
rolando tanto
ARP nessa

Anglise dos pacotes de Brodcasts transmitidos no IX-3P
Capturas realizadas em multiplos PIX em 23/08/2017

5 % requests % requests Qtde. part. o

rEde . Fabricante Ermitidos Fabricante procurados Fabricante por EUI Relativo
Routerbo | 55,25%) |Routerbo | 30,15%] |Routerbo | 624| 4486%
JuniperN 12,70%) |{vazio) 21,00%) JuniperM 267| 19,19%
Dell 5,99%] |Juniperi 16,768%] |Cisco 92 6,61%
Imtalrare C @7oL HurzweoiTa 1M 1402 Intalar 21 L= = L=

Dados obtidos através de Sniffing de Pacotes ARP

Na Vlan do IX-SP em 31/08/2017 em porta conectada ao PIX da Algar IPs procurados através de ARP-Request na VLAN do ATMv4 do IX-SP em 31/08/2017 - PIX ALGAR
ARP - Procurados Proporgdo Vendors Rank |IP Procurado MAC(EUI) ASN Nome PeeringDB Qtd Pkts [% Pkts
Qtd Qtd % 1 187.16.223.171 |HuaweiTe_87:a7:14 #N/D #N/D 17765| 1,71%
MAC(EUI) Pkts % Pkis MAC(EUI) Partic. |Partic. 2 187.16.218.216 |HuaweiTe_99:0c:be 262725|RG SILVEIRA LTDA 17032| 1,64%
Routerbo 303878 1|routerbo 616| 48,50% 187.16.223.115 #T\I,-"D #N/D #MN/D 11366| 1,09
u 302170 3 JuniperN 245] 19,29% L 187.16.222.134 |luniperN_b4:f9:29 21574|CENTURY TELECOM 8648| 0,83%
3 el 3lintelcor 26l 5o8% 187.16.218.66 #N/D #N/D #N/D
. 1 - 6 187.16.223.36 JuniperN=5f:aE :d2 52878|REDE DE TELEEDMUNICAﬁﬁES CARAJA] 7295| 0,70%
. 187.16.218.49 #N/D #N/D #N/D 6257] 0,60%]
] 187.16.219.62 |Cisco_0d:0e:c3 28604 |Globo Comunicagdo e Participagdes 5.4 6124| 0,59%
6/IntelCor 38788) 3,72% 9 |187.16.216.46 |JuniperN_b7:7c:d5 16397|Equinix Brazil SP 5885| 0,56%
7|Serveru 200021 1,93%
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4 = @ BB Re==F &S ([Elaaqaamw
[ |—-.:-: y a display filter ... =Ctrl-/= '] Expression... +
Mo. Time Source Destination Frotocol Length  Info -
IX (PTT) Férum 11: ARP excessivo no barramento do ATMv4 do IX-
SP - Andlise de causas, problemas e...
NICbrvideos * 344 visualizagbes * 8 meses atras
A 112 edicao do IX (PTT) Forum ocorreu de 04 a 05 de dezembro de 2017, em Sao Paulo, durante a VI
Semana da Infraestrutura ...
https://youtu.be/TgFIRXCxRXO
[GTER] IX Broadcast - Sugestﬁg - http://forum.ix.br/files/apresentacao/arquivo/159/
. 05%2012%20%2016%2050%20%20Douglas.pdf
Broadcast Clearing vs ARP Sponge
Douglas Fischer fischerdouglas at gmail com
FriSep 101:39:38 BRT 2017
s Next message (by thread): [GTER] IX Broadcast - Sugestio - Broadcast
Clearing vs ARP Sponge
o Mlessages sorted by: [ date ] [ thread ] [ subject ] [ author
Acabo de concluir mais uma anidlise de Sniffing de ARP na Vlan do ATM do
IX-5P.
https://eng.registro.br/pipermail/gter/2017-September/071371.html
LACNOG — Set/2018 — Andlise de ARP Storm em ATM IX — fischerdouglas@gmail.com
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Time Source Destination Frotocol Length  Info -

Causas do ARP-Request Excessivo no IX-SP:

* Enderecos IPs nao atribuidos
* Infraestrutura

* Participantes com ARP-Timeout baixo
* Origem
* Default do Router-OS em 30s
e Shaping de ARP-Traffic para protecao das CPUs dos Routers

* Destino
* https://pt.wikipedia.org/wiki/Tragédia dos comuns
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Capture  Analyze

BRE ]

Statistics  Telephony  Wireless Tools
==2=F oS [EHlaaanm

- ] Expression...

ARP-Requests

ARP-Requests

ARP-Requests — Um participante — Normal Sugestﬁes Feitas para iH

100
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O H N MENEE RN A NMTINERBNO - NMTNOERNOANMINOENNOANMNMITNORRAD A NMT N ORD O
:::::::::::::::::::::::::

mmmmmmmmmmmmmmmmm
efcodoocoordadadddddd
mmmmmmmmmmmmmmmmmmmmm
HHHHHHHHHHHHHHHHHHHHH

Destination Frotocol Length  Info

conter o ARP Excessivo —‘

* Triggers - Métrica de analise de
conformidade
* ARP-Requests emitidos pelo participante

|I|.|||I||||| e 25PPM

mmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmm

““““““““““““““““““““““““““““““““ * 1 ou mais Timeslots excedidos

nos ultimos 10 minutos = 1 Strike

y W * 3 ou mais Strikes na ultima uma hora = 1 Pénalti
L) L4

atribuidos como secundario

* Atribuicao desse IPs de forma automatizada a

11 . ARP-Bait (Honeypot)
y * Host simples com todos os IPsv4 nao
e
B =
”I % partir da base de geréncia do IX

HAIiREERRAEAisAnAnIuiIesnIiaAnayaiags * SO responde a ARP e a ICMP

NNNANANNNAN@OOOMMMEmOO 0SS TTTE T TONDD NN NN N D
MMM mMMmMmmmmMmMmmmMmmm@mcOmMmMmmmmMaMommmmmmebonmmmmem
AL QL QL JLE Rt QLR L Ll Rt R QL i QL L Ll [ L Rt QL L L Lt i Lt i QL[ L Ll g Ll R QL L Rl g
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File Edit View Go Capture Analyze  Statistics Telephony  Wireless  Tools Help
a = @ BRE Re==0 & S[Elaaaq
[. |App|'—r' a display filter ... <Ctrl-/= =3 ~ | Expression... +

Mo.  Tme  Source Destination col Length  Info

Hall of Shame do Broadcast no ATM(MLPA)

Lista publica de quem seriam os maiores causadores de ARP-Excessivo

* Por origem

e Por destino

Outros tipos de Broadcasts nas Vlans de ATM
* ARP Requests fora da faixa de rede
* OSPF/RIP

* DHCP Requests
* PPPoE PADI

Oi Douglas...
Ajustei o ARP-Timeout da minha CCR.
Pode ver se ainda estou nos TOP 207

&2-3x por dia)
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File Edit View Go Capture Analyze  Statistics Telephony  Wireless Tools
4 = @ BmE Res==F s [EFlaaanm

ay filter ... <Ctrl-f=> '] Expression... +

Mo. Time Source Destination B = SP-2018091318 Douglas Fernando Fischer -~

Arquiva Pégina Inicial Inserir Layout da Pagina Revisdo Exibir Ajuda ,O Diga-me o que vocé deseja fazer

[ Consultas & Conexdes Y E’E E Be 5 @ 55
Obter 5 E Classificar  Filtro Texto para £t Testede Planilhade Estrutura de
Dados~ E Travancado  Colunas S8~ Hipéteses - Previsio  Topicos~
Obter e Transformar Dados Consultas & Conexdes Classificar e Filtrar Ferramentas de Dados Previsdo A
Al 4 f No.,"Time","Source”,"IPv4-Source”,"IPv4-Requested"”
& = £ £ E F | nssistente para conversdo de texto em colunas - etapa 2de 3 ? x L9 -
1 "Time|","Source","IPv4-Source","IPv4-Requested”
2 [1,"0.0000¢)0" "Routerbo_25:66:dd”,"187.16.219.240","187.16.22| E5ta tela permite que vocé defina o5 delimitadores cantidos em seus dados. Vocé pode ver
- como seu texto é afetado na visualizacio abaixo.
_ . 3 |2,"0.00121f5","JuniperN_fb:ef:c1","187.16.218.182" "187.16.223)
Local Marcar Arguives Comandos Sessdo Opgdes Remoto Ajuda | 4 |3,0.004191" "Serveru_12:50:af" "187.16.223.196","187.16.221. D5 imitadores
- — [ 1abulacio
S —— . ; - . 5 |4,"0.00413[3","Routerbo_e5:38:29","187.16.223.45","187.16.218 —Anac
Sincronizar o i Fila -~ Ajustes de transferéncia Padrdo - - . ' - ' Ponto evirgula [ Considerar delimitadares consecutivos como um sé
e & 2 BF E @2 Y 2 6 |5,"0.0052:6","Routerbo_ae:af:96","187.16.222.217","187.16.21 [eoptoistioti -
B arp@ |;__1, Nova Sessdo 7 6,"0.0052:E","JunipErN_ll:Zf:cl","lE?.lG.ZlE.laB","187.16.223 o i Qualificador de texto: |- -
. . = . . § |7,"0.005229","JuniperN_11:2f:c1","187.16.218.139","187.16.216 Wan
] =3 = utros:
% Meus documentos - B - A= ca - = 4= - & [, Localiz| o |s,"0.0076:de", "HuaweiTe_be:sa:bd","187.16.218.247","187.16.2 =
10 3,"0.007 'Cisco_27:86:61","187.16.221.243","187.16.220.11
¥ ¥ * - - 4 - el o ’ ’
E& Download - [ Editar - 3 =) [ Propriedades 11 [10,"0.008:|71","Routerbo_14:a5:f1","187.16.223.24","187.16.218  Visualizacio dos dados
" —— o 3
D:\Users\douglas.fischer\Documentshcapturel M capture-IX-BR-5P-201808122043-IPvd.pcap 12 [11,%0.009%13","Routerbo_74:57:5f","187.16.218.42","187.1, . ) _
= : - . o 12 |12,"0.009816", "Brocadec_s8:18:00","187.16.220.225","187) H = capture-IX-BR-SP-201800131817-IPvd xisx - Excel Fer.. DouglasFernando Fischer B ]
Nome Eile Edit View Go (Capture Analyze Statistics Telephonyl 14]13,"0.010¢39", "Routerbo_37:f5:02","157.16.216.89"," 187. L{TC LR Picina lnicial [N TR L o e o = S 1 e Design Diga-me [£ Compartilhar
7 0 =/ [=| 15|14,"0.012408","Routerbo_f1:71:b9","187.16.216.198","187. _ N 3y B N B
=N p= EEieD E 1 = | = 45 |15,"0.014/f58" "JuniperN_2b:e7:28","187.16.222.60" "187.1 Calibr MUBRME SR 2 éﬁ‘ml ?memmmm Brimeir ~ | by P
," 0. A | 2b:e7:28", .16.222.60", . 2 . o oo | [ Tabelaw &% Excluir ~ -
B o R » o o o W Dl oA 2 ° o R CIE R N Classificar Localizar e
Baixar pen Recent 17 |16,"0.015:(04","Cisco_db:1d:20","187.16.216.91","187.16.21 NI s - B A- E o B Extilos de Célula - [ . Cradficor Loce
= —— . o “ & Hiltrar seleclonar
Merge . . 18{17,"0.016( Routerbo_0b:49:2c","187.16.216.247","187, Area de Tran... & Fonte ] Alinhamento G Nimero Estilos Células Edigdo ~
Baixar arquivo 'CaptureFile_000 HLErge... ptocol Destination | 4o |18,"0.017([13" "Routerbo_81:e8:7c","187.16.221.5","187.16
E§ D:\Users\doudlas. fischer\Docur Import from Hex Dump... P Broadcast 20119,"0.017:36","JuniperN bf:d9:a5","157.16.223.182","187.| *° - G| [k v
3 s 5. =
e P P e capture-IX-BR-SP-201809131817-1 ) A 5 c o c . -
Ajustes de transferéncia P Broadcast | Pronto 3 |Contagem de Mac-Destination Rotulos de Coluna | - Campos daTabe. ¥ *
Tipo de transferénda: Bindrio T 4 |Rétulos de Linha ok Re-Pergunta (vazio) Total Geral Escolha os . d
£ Save Ctrl+5 P Broadcast 111 Who has 187.16.22 5 |=an/D 164007 109293 273300 aotrue\a:a‘nrio(:mpD pere st -
2 .
- P Broadcast 111 who has 187.16.21 6 |=iCisco_48:7a:00 1164 5618 6782 Pesquis
. - Save s CurksShift=S 1o Broadcast 111 who has 187.16.22 T 187162186 1164 618 o782 o -
D Transferir em segundo plano (adidor] : : 8 | =Routerbo_01:1b:b4 1659 1100 2759 O Ne. 5
File Set » P Broadcast 111 who has 187.16.22 9 187.16.217.129 1659 1100 2759 ] Time
Ajustes de transferénda |v p Broadcast 111 Who has 187.16.21 10 | =Routerbo_77:fb:3e 706 1913 2619 [ Mac-Source
. 11| 187.16219.38 706 1913 2619 [ 1Pus-Source
W e s e e Export Specified Packets... P Broadcast 111 Who has 187.16.22 12| =Routerbo_saboss 1624 . oy S — ~
< Export Packet Dissections b A : 111 who has 187.16.21 13| 187.16.221.158 1624 827 2451
5 Plaln Im"' 14 | =JuniperN_57:e5:c0 1278 1098 2376 Arraste os campos entre as dreas abaixo:
0BdeDB 0Dde0 111 Who has 187.16.22 perhl_: P
€ em € Export Packet Bytes... Ctrl+Shift+X As CSV... 15 187.16.220.247 1278 1098 2376 o o
16 | = Routerbo_0b:49:cd 643 1697 2340 itros olunas
Export PDUs to File... s "C" Arrays... - - 17 187.16.221.56 643 1697 2340 Re-Pergunta  ~
b d (888 bits) on interface
. . 18 | Z' HuaweiTe_21:8c:88 635 1645 2280
Export S5L Session Keys... Pt el t: Microsof_65:12:55 (@@:1 19|  187.16.219.234 535 1645 2280
Export Objects » = B1.255.84.115 20 | =Cisco_19:00:10 1086 1169 2255 Linhoe Valores
As PDML XML... 2l 187.16.223.178 1086 169 2255 Mac-Destina... ~ | || Contagem de ... *
. 22 | = Routerbo_bf:b8:fc 1354 634 1988 o So
Print... Ctrl+P As JSON... 23| 187.16.221.58 1354 634 1988 vi-Reques
rrrrevouerreesyy Dst: Broadcast (ff:ff:ff: 24 | = HuaweiTe_ca:c5:00 799 1061 1860
= 25 187 16 1R 217 799 10A1 1860 A
Quit Ctrl+Q D: 1582 5 Pivot | capture-IX-BR-SP-201809131817-1 | ... (&) El > Adiar Alualizagio do Lay
> Address Resolution Protocol (reguest) em— = mo- ' + 100
A Anali A mem A fisch | mail.com
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A preguica € a mae do progresso.
Se 0 homem nao tivesse preguica de

caminhar, nao teria inventado a roda.
Mario Quintana
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Am o ® LERE Re=F 8= [EHlaaan

L] |App|'—r' a display filter ... <Ctrl-/=> > | '] Expression... +

Source Destination Frotocol Length  Info -

'ARPOADOR

https://bitbucket.org/fischerdouglas/arpoador/
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a ® RE Qo= 8 [E|laqaanm

L= | '] Expression... +

Source Destination Frotocol Length  Info -

ARPOADOR —

https.//blthCketOrg/flSCherdouglaS/a rpoador/ THE BOURNE-AGATN SHELL

* Aquisicao de amostras dos Broadcasts
* SO precisa “escutar” os pacotes Broadcast
* Estender as Vlans do ATM Diretamente até a Virtual Machine do ARPOADOR
* Estender as Vlans do ATM através Algum protocolo L2overL3 (PW, VXLan, EolP) até a VM do ARPOADOR
* Usar TaZmen Sniffer Protocol (TZSP) e enviar para encapsulado para Virtual Machine do ARPOADOR

Capturas ciclicas de 1 em 1 minuto
* Utilizando tshark para maior granularidade na filtragem e também suportar TZSP

* Processamento
* Usando dissectors
* Split dos PCAPs em IPv4, IPv6, e ndao conformidades
* Contabilizagao por Origem e Destino de IPv4 e IPv6
* Contabilizagao por origem de nao conformidades

Saida

* Exportado para arquivos CSV
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4 = @ LERE QRe=F LS [ElaqQamn

L] |App|'—r' a display filter ... <Ctrl-/=> > | '] Expression... +
Mo. Time Source Destination Frotocol Length  Info -

ARPOADOR

https://bitbucket.org/fischerdouglas/arpoador/ Resultados IPv4

|| statistics-1%-BR-5 P-201809152036- Pv4-Nomal By Arp Destination.csv E4 || statistics-|X-BR-5P-201809152036-1Pv4-Normal By Ap Source csv B9 ]

1 IPv4-Requested,uantity 1 hac—SDurce,Quantity,IPv&—SDurce,HacEUI—SDurce
5 187.16.217.4,1212 2 60:9c:9f:59:d6:00,1288,187.16.221.197,BrocadeC_59:d46:00
5 187.16.218.64,966 3 B4:44:64:35:ca:28,1061,187.16.220.23,Serveru 35:ca:28
4 187.16.216.135,322 4 d4:ca:6d:7T7:c5:20,948,187.16.217.231, Routerbo T7:c5:20
5 187.16.221.189,683 5 90:e2:ba:B6:cd:a4,833,187.16.220.126, IntelCor 86:cd:ad
& 187.16.218.174,601 € 00:15:17:20:c6:ed,T50,187.16.216.167, IntelCor 20:c6:ed
T 187.1€.222.65,537 7 b0:a8:6e:30:47:cbh,716,187.16.218.82, JuniperN 30:47:cb
& 187.16.218.229,526 8 B4:cl:cl:2b:eT:28,667,187.16.222.60, JuniperN 2b:e7:28
g  187.16.219.4%,443 9 30:b6:4f:0a:52:00,659,187.16.222.61, JuniperN 0a:52:00
10 187.16.218.66,410 10 00:24:38:ab:47:06,585,187.16.218.137,BrocadeC_ab:47:06
11 187.16.221.11%8,3%9¢ 11 f4:e9:d4:a2:3f:52,562,187.16.218.112,0logic a2:3f:52
12 187.16.220.155,391 12 88:e0:f3:Te:ce:03,556,187.16.223.133, JuniperN Te:ce:03
13 187.16.219.38,359 13 §4:d1:54:38:39:53,551,187.16.220.236, Routerbo_38:39:53
14 187.16.218.49,345 14 28:8a:lc:52:69:c0,539,187.16.220.181, JuniperN 52:69:c0
15 187.16.223.178,293 15 00:1b:21:8l:ca:d6,486,187.16.221.203, IntelCor 8l:ca:dé
16 187.16.223.236,270 16 ec:38:73:51:b5:c2,484,187.16.220.8,ec:38:73:51:b5:c2
17  187.16.222.134,266 17 24:6e:96:7b:a2:c2,484,187.16.216.175,Dell Tbh:aZ:c2
15 187.16.219.159,265 15 60:73:5c:48:30:81,471,187.16.216.253,Cisco 48:30:81
1%  187.16.216.116,255 19 4c:5e:0c:02:98:46,469,187.16.218.105, Routerbo 02:98:46
2 187.16.219.75,238 2 30:£7:0d:b%9:e7:01,412,187.16.223.253,Cisco_b9:e7:01
21 187.16.218.57,237 21 B84:44:64:4c:T74:ac,397,187.16.216.218, Serveru 4c:T4:ac
22 187.16.220.111,235 22 4c:5e:0c:6a:47:5e,388,187.16.219.50, Routerbo 6a:47:5e
2 187.16.221.33,232 2 24:6e:96:4c:d6:4a, 387,187.16.222.244,Dell 4c:d6:4a
24 187.16.222.241,226 24 60:9c:9f:5c:74:41,378,187.16.216.48, BrocadeC S5c:T74:41
25 187.16.219.11,226 25  a4:ba:db:08:9f:9b,365,187.16.220.584,Dell 08:9f:9b
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[ |App|'-r' a display filter ... <Ctrl-/=> '] Expression... +

Mo. Time Source Destination Frotocol Length  Info -

ARPOADOR

https://bitbucket.org/fischerdouglas/arpoador/ Resultados IPv6

|=] statistics-| ¥-BR-5P-201309152036-Pv&-Nomal ByND Destination.csv E3 [=] statistics-1%¥-BR-5P-201809152036- PvE-MomalByND Source csv E3 l

1 thE—Requested,Quantity 1 Hac—SDuIce,Quantity,IPvE—SDuIce,HacEUI—SDuIce

Z  Z2001:12f8::218:227,1525 2 T4:8Be:f8:a5:82:81,4275,2001:12f8::218:55,BrocadeC_a5:82:81

3 2001:12f8::222:39,1428 3 90:pl:lc:ld:d7:159,443,2001:12F8::223:254,De1]l 1d:d7:15

4 2Z001:12f8::223:89,141%8 4 14:18:77:4b:78:ce,403,2001:12f8::253,Dell_4b:78:ce

S5 Z001:12f8::223:128,1394 5 5c:e0:f&:00:00:21,382,2001:12f8::254,NicBr-Nu_00:00:21

6 2001:12f8::222:78,1353 & 14:18:77:4b:08:4d,342,2001:12f8::223:253,Dell 4k:08:4d

7 Z001:12f8::219:4Z,1321 7 d0:43:1e:45:el:fa,157,2001:12f8::252,Dell_45:el:fa

i 2001:12f8::223:254,1215 ; 5c:45:27:7b:5b:03,140,2001:12f8::219:111, JuniperN 7Tb:5b:03

4  Z001:12f8::223:50,1104 9 5c:i5e:sgb:b9:70:f9,125,2001:12f8::218:79, JuniperN b9:70:£f9
10 2001:12f8::223:211,841 10 d8:bl:22:c7:a6:26,118,2001:12f8::219:83, JuniperN c7:26:26
11  2001:12f8::222:216,478 11  f4:p5:2f:fc:1£:c3,117,2001:12f8::218:58, JuniperN fc:lf:c3
12 Z001:12f8::217:59,473 12 3c:94:d5:11:3f:cd,110,2001:12f8::218:144, JuniperN 11:3f:cd
13 Z2001:12f8::221:224,421 13  3c:94:d5:11:2f:c1,95,2001:12£8::218:139, JuniperN 11:2f:cl
14 Z001:12f8::221:223,420 14 b0:a8:6e:2f:ff:c2,92,2001:12£8::220:240, JuniperN 2f:ff:c2
15  Z001:12f8::217:143,327 15 b0:a8:62:30:47:cb,B89,2001:12f8::218:82, JuniperN 30:47:ch
16 2001:12f8::218:168,308 16 00:1f:12:8b:77:c3,79,2001:12f8::55, JuniperN 8b:77:c3
17 Z001:12f8::223:180,297 17  78:19:f7:35:f8:55,72,2001:12f8::217:20, JuniperN 35:f8:55
18 2001:12f8::221:190,290 1 6 f0:1c:2d:8e:42:c6,59,2001:12£8::220:213, JuniperN Be:4e:céE
149 2001:12f8::219:132, 288 15 00:cl:64:27:86:61,53,2001:12f8::221:243,Cisco_27:86:61
Z0  2001:12f8::11,285 2 00:1b:21:ae:a28:9d,53,2001:12f8::217:75, IntelCor_as:aB:9d
Z1  2001:12f8::220:232, 284 21 88:e0:f3:7e:ce:03,51,2001:12£8::223:133, JuniperN Te:ce:03
22 2001:12f8::222:1592,268 22  30:b6:4f:02:52:00,49,2001:12f8::222:61, JuniperN 0a:52:00
Z3  Z2001:12f8::217:42,263 2 ec:38:73:51:b5:c3,48,2001:12f8::220:8,ec:38:73:51:b5:c3
Z4  2001:12f8::221:158,25%9 24 849:44:64:67:25:55,48,2001:12f8::221:218, Serveru 67:25:55
Z5  Z2001:12f8::222:25,254 25 5c:54:6d:95:c0:53,43,2001:12£8::223:185, HuaweiTe 95:c0:53
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|_] statistics-1X¥-BR-5P-2013090619304-NonConform .csv E3 |

1 Hac Source,Quantity, Vlian, TypeOfNonConformity, Complement
2 64:dl:54:13:ed:cl, 166, 4THv4, Qind,

H e4:8d:8c:1b:b4:a0,517,4THv4, Bootp, DHCE

3 e4:8d:8c:1b:b4:al0, 106 ATHve, Bootp, DHCP

5 qc:5e:0ci25:T7e:f4, 59, ATHv4E, VendorDiscovery, MNDE

] 64: :5&:cf:EO:dO,10,ATHV&,VendDrDlscuvery,HNDP

T 64: t54:cf:20:d0, 10, 4THve, VendorDiscovery, MNDE
4c: t0c:4a:d7:T78, 12, ATHv4, IPveonATHv4,

oC: rebiea:l0:cd, 34, ATHve, IPveonATHv4,

10 64: t54:cf20:d0, 10, ATHvE, IPv4onATHVE,

11 cD:6T7:af:85f:a3:50,1,ATHve, IPv4onaTHvE,

12 e4: : tb4:a0, 106, ATHvE, IPv4onaTHvE,

13 0o0: rCcT:i09:28:53, 120, ATHv4, GratuitousArp,137.16.
14 0o0: rCTi09:31:99, 238, ATHv4, GratuitousArp,137.16.
15 04: :3d:31,120,ATHv4E, GratuitousArp, 137.16.
16 10:51:72:2f:Te: 71,120, 4THv4, Gratuitousarp, 187.16.
17 f4:4c:Tf:91:b5:a7,114,4THv4, Gratuitousarp, 187.16.
18 00:0c:42:5f:07:8e,1,ATHve, REouterfdvertisement,
e4:83d:8c:35:34:51,1,ATHve, REouterfdvertisement,

20 00:15:cSie@:i67:34,1,ATHvE, ARPSourcefutOfRange, 177.10.208.3

21 QD:1k:21:8l:ca:de6, 2, ATHv4, ARPSourceCutOfRange, 177.130.113.12¢6
22 00:1c:T3:0£:78:08,1,ATHv4, ARPSourcefutOfRange, 131.221.44.1

23 Q0:1c:T3: 78:08,3,ATHMv4, ARPSourcefutOfRange, 131.221.44.104
24 QD:la:8c:52:da:98, 14, ATHMv4, ARPDstCOutOfRange,

25 OO:ld:QE:CT:Oa:dO 16 ATHI& ARPDstDJthRaﬁgE,
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#%# Creating Statistcs Files
#List Eequested
tshark -r SBaseCaptureFile-IPv4.pcap \
o _'gui.column,.format:"""IPv4-Requested”"", """$Cus:arp.dst.proto ipv4"™""'\
{ | sort | mnigq -c | awk -F } ' "{print S2wnw mEng]loy, B
1 | sort -, -kZ2 —-n -r > ES:}:iS:ﬂSFi;E—IP?Q—HDImﬂlEFRIPDEEtinﬂtiDn.EE?
se&‘”l"TH?'?TF??EREQZQHtEI:::a:tityi:f' S5tatistesFile-IPv4-NormalByArpDestination.csv

Pipe do Pipe do

Pipe do Pipe?
WTF?
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Code Quality

-

CLOSED

FOR MAINTENANCE

CERRADO

POR MANTENIMIENTO

Beauty of_DeveIoper
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ARPOADOR Reengenharia

https://bitbucket.org/fischerdouglas/arpoador/

@ python +

mongoDB
* PyShark
“Nada renasce antes que se acabe.
e PySNMP 3
E o sol que desponta tem que anoitecer.”
Vinicius de Moraes
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&ARPCSADOR - Reengenharia

https://bitbucket.org/fischerdouglas/arpoador/
* Aquisicao de amostras dos Broadcasts

» Segue da mesma forma (Direto, TZSP, L2overL3)
* Receitas de bolo para multiplos vendors.

* Captura e Processamento Per-Packet

» Cada pacote sniffado sera classificado e alimentar as tabelas de estatisticas
* Triggers no Mongo vinculados a Traps de SNMP

* Ex.: Novos IPs de origem

e Saida
* HTML, JavaScript e Json

* Viabilizar Personal Hall Of Shame para cada parti

* SNMP

* Subsidiar as Triggers de “Noisy Guys” pelo IX mundo afora
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Sugestoes?

Perguntas?

“Vocé tem que ser o que vocé realmente é.

Pois se vocé néo for quem vocé é, afinal quem é vocé?”
Doug Funnie
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